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Abstract: To address the complex dynamic interference and covert spoofing threats faced by power time synchronization
systems, and to make up for the shortcomings of traditional anti-spoofing and anti-interference technologies such as poor a-
daptability and the lack of comprehensive detection capabilities, research is conducted on anti-interference and anti-spoofing
detection technologies suitable for power scenarios. This paper presents a blind signal separation and temporal-spatial feature
aggregation network-based anti-interference recognition algorithm (BSS-TSFANet) and a multi-feature fusion CNN-LSTM
spoofing detection algorithm. The BSS-TSFANet achieves blind separation of composite interference via time-frequency do-
main virtual multi-channel expansion and an improved FastICA algorithm. and then extracts temporal and spatial features
through a lightweight anti-noise TSFANet to realize high-precision interference recognition. For the CNN-LSTM algorithm,

after short-time Fourier transform (STFT) for time-frequency conversion and principal component analysis (PCA) for dimen-
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sionality reduction, the lightweight CNN and LSTM are combined to extract features for high-precision spoofing detection.

Experimental tests show that the BSS-TSFANet achieves an average recognition accuracy of 96. 78% for single interference

and a component recognition recall of 93. 78 % for typical power composite interference with an interference-to-signal ratio of

—20 dB. The CNN-LSTM algorithm reaches the detection accuracies by 98. 75% and 99. 95% for replay spoofing and gener-

ative spoofing, respectively. Both algorithms meet the lightweight and real-time requirements of power terminals, providing

an integrated anti-interference and anti-spoofing detection solution for power time synchronization systems in smart grids.

Keywords: BSS-TSFANet; CNN-LSTM; anti-interference; anti-Spoofing; time synchronization systems
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