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Design and Analysis of GNSS Spoofing Signal Feature Extraction
Algorithms under Complex Spoofing Environments
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(1. The 54th Research Institute of China Electronics Technology Group Corporation, Shijiazhuang 150001, China;
2. State Key Laboratory of Comprehensive PNT Network and Equipment Technology, Shijiazhuang 150001, China)

Abstract. It is susceptible for global navigation satellite system (GNSS) to spoofing attacks in complex electromagnetic
environments. To address this issue, research is conducted on the signal feature extraction and identification based on fre-
quency-domain statistical characteristics, which analyzes the spectral structure variation of GNSS signals under spoofing in-
terference, and constructs five types of frequency-domain feature mathematical models, including frequency-domain kurtosis
coefficient, single-frequency energy concentration, frequency-domain skewness coefficient, and average spectral flatness co-
efficient. Experimental tests and discrimination analysis are performed on the Texas spoofing test battery ( TEXBAT)
standard dataset under the spoofing scenarios with different power advantages and frequency locking states. The Cohen’s d
effect size index is introduced to quantitatively evaluate the effectiveness of the features. Experimental results show an effec-
tive distinction between complex spoofing signals and authentic signals. indicating that the extracted frequency domain fea-
ture has a significant statistical difference in most spoofing scenarios. Specifically, the frequency-domain skewness and flat-
ness coefficients demonstrate a strong sensitivity in specific high-dynamic spoofing scenarios. This research provides a theo-
retical basis and data support for the feature engineering design of anti-spoofing algorithms in GNSS receivers.
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