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Video EM Leakage Signal Processing Method Based on
IPOA-VMD and Improved Wavelet Threshold
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(State Key Laboratory of Extreme Environment Optoelectronic Dynamic Measurement Technology and Instrument,
North University of China, Taiyuan 030051, China)

Abstract; The eletromagnetic (EM) wave unintentionally emitted by computer display devices contains valuable informa-
tion, which are highly susceptible to noise during its propagation, thus affecting the recovery of leaked data. Therefore, an
improved pelican optimization variational mode decomposition method combined with wavelet threshold denosing is proposed
for preprocessing video EM leakage signals, which aims to suppress the impact of noise interference. This method improves
a pelican optimization algorithm (POA) to optimize the modal number and penalty factor of variational mode decomposition
(VMD) . analyzes cosine similarity on the decomposed modal components to screen out effective components, and utilizes an
enhanced wavelet threshold algorithm to further denoise the selected modes. Simulation results show the proposed method
outperforms the POA-VMD reconstruction and POA-VMD-wavelet methods in signal-to-noise ratio, root mean square error,
and correlation coefficient. In actual signal leakage tests, the results on multiple sets of data indicate that the proposed
method reaches an average noise suppression ratio of 18. 492 4 dB, representing improvements of 2. 956 7 dB and 1. 268 5 dB
over the comparison methods respectively. The image reconstruction experiments confirm that the method can enhance the
restoration effect of EM leakage information.
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