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Network Security Situation Awareness Based on Generative
Adversarial Networks

JIANG Darui, LU Junmin, XU Shengchao
(School of Artificial Intelligence, Guangzhou HuaShang College, Guangzhou
Abstract .

511300, China)

Research is conducted on the application of generative adversarial networks in network security situational
awareness. The generator and discriminator of generative adversarial networks are used to analyze the loss changes of the
Sigmoid function, Tanh function, RelLU function, and LeakyRelLU function, and to balance the network perception loss of
generative adversarial networks. By using the Z-transform of discrete random variables, a generation function for outputting
network security data is obtained. A generative adversarial network reflects the instantaneous discrete state of network secur-
ity situations, qualifying the large-scale discrete network security situational perception, thereby achieving accurate percep-
tion of network security situations. The results show that the AP2, AP3, and AP4 reach the highest situational awareness
values during the third attack phase; In the fifth attack phase, the AP1’s situational awareness value reaches its highest

point, and the perception result is consistent with actual results, which exhibits a good perception performance and plays an

important role in improving network security.

Keywords: generative adversarial networks; network security; security situation awareness; discrete states
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BEAR . DI S35 4 Tl i 7 19 2800 550G HE
2.5 MEBABAEERIE

BT RAETERE . MK A SO GAN AR B 4 M 45
. ACGAN (Auxiliary Classifier GAN) % B 43 2K #%
He R BT M 2% 5 32 LA B VAE-GAN ( Variational Au-
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o34 %

toencoder GAN) A5y [ Zi i 2 = 1 X HT R 2% J5 3% 1) )
AR R . B RISR I 3 .
3 RIS R

B = ) 2 VRS HEZR/ %%
/GB GAN M4 J71 | ACGAN J5#: | VAE-GAN J5 ¥
100 99.9 66.0 66.3
200 99. 8 69. 2 69.9
300 99. 3 70. 4 68.2
400 98.5 73.2 72.1
500 97.3 75.1 75.6
600 96. 9 73.6 78.5

GyprEe 3 WAL, R 100 GBEF . GAN R 2% J5
T 11 IO 2% SR DR E 2R R 99. 9% . ACGAN Jy s ) I £ Jak
HURSHER N 66.0% , VAE-GAN J5 2 14 I 4% Jak 110K 1
K Hy 66.3%; KIS 300 GB B, GAN W 4% J7 7k 1
P 2% JE% RS M2 R 99. 3% . ACGAN J7 1 1) I 465 8% 1 kG
WA 70. 4%, VAE-GAN J5 ik 1 W 45 Ja i RS 1 %
68.2% ., LRGSR EN] . AICH LA IR THW 45 %
HIRGHER

X R K R AR ST AR O ARG HE R L B R T AC-
GAN 5 VAE-GAN, F%44 % TLLT 3 J7 i i 81
e ARSCTH R AT WGAN-GP 1y X Bt Il Z5 AE 42
A A5 R A R S AS IR . 38 A e A o JSE
P 255 e oty B4 1) B2 AR A . DT A s BRI 1 S
FEARFHIMF NS . M2 T, ACGAN B3| AHidh
SR e . AR FCA) ) A (R B A BEC O 40 53 5 28 ) 43 2
Gy BOEE BE b9 s VAE-GAN W F VAE ) 5 5 #4 29 3¢
Fe A B 2 R B0 AR I RS MR AS AR L DL R R B i
Bk FRAE

A SCHRE 1 e 2 R AE A P AL S 220l T UG e 1 T
B REARZE R AR I I 2% B T B B AL O B A T4 b 6
1 RGB E%,  GAN B 45 78 4 A H H B R FR A 42
B #2420 AL S I 25 4K #i 56 & . T ACGAN
5 VAE-GAN i 5 1 42 kb #8506 o 2 FR AE ) i, B =
XoF 00 2 1 45 i 5 sk ) AR X A S R, RO
248 75 i B5CHE T M LR R B RRAE . A S A R G
Sigmoid, Tanh, RelLU 45 LeakyRel.U 4§ £ Fj ik 15 2R
B, RSB EEAETINLH . AR M T GAN I iy
e SRR I R A, 4R T TN E . W B
A LS TSI B TR R 8 T XK B AR e
SEEHLY S RER S . HEEZ T, ACGAN 5 VAE-
GAN FEHVR T S 85 R L —, WMERZE
75 (1 8 % AT o A X O P R 55

ZE b RSO IRAERERL S AL | B SR AE 5 I 25 5K
ERGEERAL, IR . R Mt ) S

PR TRJZ AL AT S B v RS R 9 S IR
26 ETAAYEENERAHERIE

WL AT H AL AS SCRT 4 T AR 0 BT I 4%
A 1) 45 2 4 2 VRO O VR WA R 5z AR RE s . TEYIA
9 9 285 42 4 AR I 24 JF B 4 CIC-IDS2017 B kAT T
FhFESE . B RS T 2 M W e BT
Chn g Ty Wi fif . o A5 AR 26 i 55 Mol (DDoS, - distribu-
ted denial of service attack), B &l iK . Web M 55)
MIER BH R, RARENE RIS Lk, 97
Z T VAL M 4542 Tk O PERE . SE 50 e £ DI RR 2 /i oG
HERYAE GAN 2R IELL T ¥k JEAT X 1L

D KEMicIZ 8 98 4% (LSTM-Autoencoder) :
— P T IR BE o 2 B Y S WAL R . BB ) IE
i IR AR, O A A R 2R R AR I

2) WE=E Mg (GAT, graph attention net-
works) . —FP T B F B W& e HEHE A (SO-
TA. state of the art) k. BRI P FEHLIM S R
JE SN TN SRR SR € 3= S B I I e P S R R S
FH GAT 27 2 35 i AL AEAT 5 8 i

SCu R ARG # % A B Fi-score fll AUC-ROC
i & 1 ARE D VA SR AR . BT A Jr 5 B TE A ] A 1 25 4R
SRR R oy R BEAT . DU PR X b g o, AR CIC
IDS2017 HdE 4 b A PEREXT L &5 R sk 4 P,

F 4 7E CIC-IDS2017 24 IF Hudha 5 By PEREXT 1L

7k KE | BHFE | Fi-score | AUC-ROC
LSTM-Autoencoder| 0.892 0. 867 0. 879 0. 941
GAT 0.918 0.901 0.909 0.963
GAN W 45 J5 0. 951 0.934 0.942 0.985

AT 4 AT, TERE BRI AR . GAN M 2% J5 i
HKET 95.1%, HF LSTM-Autoencoder ) 89.2% #
GAT 1) 91. 8%, FH] GAN M 45 Jy 1 76 1 58 Jy Bt 1
A, RICR AR, EH BRAER . GAN WM&y
HLIREN T 93.4%, AR TR UEH] GAN K 4%
T3 ok B SE Mok AT Ry 0 R B8 D B SR, T R CR TR AR
F\-score S5 1 32 A0 A [l 3 19 9 F05F- Y9 5, GAN B 4%
FELL 94 20 W B i oy s SRARBL T HAE A B R B S
LMW w LB, /£ AUCROC #5845 I GAN
W 2 J7 I U T 0. 985 [ d s (B, X R WA 7 A AE X 43
CIEET 5 SR e LRAREMS KR, £
TFEAER G 4 CIC-IDS2017 F (0 %F b s2 38 840 E W, A
SCHRE M P 3 T A O BT I 4% 11 I 45 A A 2 RO GEN F
B FEZAO TG FE AR L T AL A A A
BT R W 28 1 S vk . A RURIE T AR T AR HL SR
SR ) 4 PR AR I A RO L B R RO R

¥R MU www. jsjclykz. com



%7

BRBL. . TR O BT R4 R 2% 4 2 A RO - 245

3 H£RiF

AR SCVE T ) 3 A ORI 2% 11 O RARE 1) 45 4 4
BRIBA D, WML AR, i &
BIER . FH . BGESEEECRE . I T s s e
7%%%*%muﬁﬁ% W5 0 245 22 4 25 Ak Ak Ry T LA
AR FE AR, A A B, S T 08 e S ke ) 4% 2
L, HIERE S LRI T M4 % R R,
R AT PR AL T A AR EE . HR AR SO AR S BRI 2%
WhEh g B s ARk . A e T RE R I 2R 00 7
AR FHRR . KRG ENERERR S REH K,
JER IR 2, P AR A S Y, R T ) R T 1 R
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