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Dynamic Permission Allocation Algorithm Based on Role and
Terminal Position for Ship Control Systems
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Abstract; With the continuous improvement of the level of ship intelligence, multi-terminal collaborative control and
cross-system command scheduling have become the core requirements of modern ship control systems. To address the per-
mission management problem in ship control systems, a dynamic permission allocation algorithm (RBSAC) based on roles
and terminal positions is proposed, which integrates an improved role-based access control (RBAC) model and terminal con-
text-awareness mechanism, and establishes a multi-dimensional permission allocation strategy, achieving unified command
control across terminals. The auction algorithm is applied to resolve permission conflict arbitration, and a multi-level per-
mission configuration framework is designed to meet the complex requirement of ship command systems, which integrates
multi-factor authentication and operation log auditing mechanisms to ensure system security. Experimental results demon-
strate that the proposed algorithm effectively enhances the security and operational efficiency of the ship control system,
meeting the application requirements in complex ship environments.

Keywords: access control model; dynamic permissions; ship control systems; ship intelligence; multi-terminal collabo-

ration; accident prevention
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