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Anomaly Detection Method for ADS-B Data Based on
Spatio-Temporal Gated VAE

JIANG Dongxu, LIU Lei
(The 15th Research Institute of China Electronics Technology Group Corporation, Beijing 100083, China)

Abstract: Automatic dependent surveillance-broadcast (ADS-B) is a critical component of the new generation air traffic man-
agement system. However, its vulnerability to spoofing interference arises from the plaintext broadcasting of ADS-B messa-
ges without data encryption and authentication. To address this issue, a spatio-temporal gated variational autoencoder-based
anomaly detection algorithm for ADS-B data is proposed. The encoder of this algorithm employs bidirectional long short-term
memory (LSTM) modelling to capture its local temporal features, to extract global spatio-temporal features by combining a
Transformer with three layers and eight heads, and to dynamically fuse these features by using a gating network. The varia-
tional inference is introduced to generate the distribution of latent space, which constrains the model to model the probability
of normal flight patterns. The decoder of this algorithm incorporates a cascaded structure with single-layer LSTM and two-
layer Transformer to simultaneously reconstruct multi-dimensional flight parameters through a fully connected layer. Experi-
mental results demonstrate that the proposed model effectively detects various anomalies in ADS-B data under different attack
scenarios, with a superior performance over relevant baseline algorithms, which provides a feasible solution for enhancing
the security of air traffic management systems.
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