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Optimization Design of FPGA Online Upgrade Based on RS422 Interface
JIAO Xinquan, YANG Jingling

(National Key Laboratory for Electronic Measurement Technology, North University of China,
Taiyuan 030051, China)

Abstract; With the rapid development of technology, FPGA has been widely used in multiple fields due to its flexibility and
high performance. Faced with constantly changing application requirements, the online upgrade technology of FPGA has become one
of key challenges. An FPGA online upgrade optimization design based on RS422 interface is presented, which fully utilizes the long-
distance transmission and anti-interference advantages of RS422, achieving stable communication between the upper computer and
FPGA development board. The control instructions and configuration data are received through the RS422 communication module,
and the FPGA control module is responsible for parsing the instructions and performing operations such as erasing and writing to the
FLLASH to effectively update the firmware. An ICAP module and Multiboot function are used to design and implement dynamic
reconfiguration, which can be restored through Fallback mode even in the event of unexpected situations during the upgrade process.
In order to further improve the reliability of data transmission, a technical solution combining reed-solomon (RS) encoding and cyclic
redundancy check (CRC) check is introduced, which not only improves the accuracy of data transmission, but also enhances the

system’s error correction capability, effectively responding to sudden errors and noise interference, ensuring the safety and stability

of FPGA online upgrade process.
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0000000h—
32 1 HBAO0O 4 1 SA00
0000FFFh
64 1 BA0O Sector
32 2 HBAOI 4 16 SA15 ()OOFO()Oh* Starting
000FFFFh Address
32 1023 HBA1022 4 8176 | SA8175 1FF0000h— Scetor
DA FFOFFFR Ending
64 512 BA511 Address
32 1024 HBA1023 4 8192 | SA8191 1FFFO00h =
’ ’ 1FFFFFFh

¥R MU www. jsjclykz. com



. 170 - TIN5

o34 %

DA NIRRTy, BT e EE. WF
—~ 10 MB By B A6 XM 5, 25 18 5] S25FL256S 44
M X 25 R 64 kB, Wi EHAT L 160 O KBRS .
TSR, WA RSN 5 R R E R L&
ERR AR R 2, DL DR A5 B o 7 R v 8 ST 5
MPERR BT B A R T . B R RO G AT RS422 2
O M EEH AL H 2 FPGA, H8 1 T — il
(FIFO) ZfFEX H, FPGA F4: il FIFO Bk &, 18
FIFO # $3ERy, #%3@ 1 RS422 #1114 Flash 3% 5 A
fffear S, RS AMA . Bl B L% i i s bk . %
T S25FL256S 4 U1 iy i K F2 45 /&y 256 =797, K
TREZREZGEAMRRMFAEGRS, HESWHEESES A
JEEe . X4 FIFO 5 b 22 i), FPGA JB 8l — 4~ i i #5 LA
SERERTREMY G e . A — R AR R B . TR
SifoE Bt e i, FEEHS AR, %k
ANPECE AR . AN, Flash #2868 He 45 DUA 240 48 2 A
il S25FL256S Flash 77 #5 M4 . B R [l 44 58 47 2
FER)Z 2 PERI% . Flash B/ERB WA 4 FiR.

RAERE flash#/E
i

Y

B4 FLASH # i

3.2 ICAP BREEHEIRIZIEIG T
3.2.1 ZEEEHA

ICAP BRI RAEL AR TREP OB, X
BB R R0 AL B S S ORGSR
J¥. FPGA ZFE i & $ R Bl Multiboot I B8 & — Fl 5& ik
M BRI SRS . D TE T A A PRI bR T K
RIGHN FPGA A W B & SCfF, MMt £ &
foE . X—H AN KL T T FPGA 5% 5 19 A
B, HAEERWNEFREREAANRNHZR FHEE T
ORI, B SR T B RS, W 2 E

FH P AT DIOAR 46 5 2200 48 FPGA (W I RE MIAT Ky, T G i
FORT OO S, X R R BRI T & A AR 4
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A X FEIR A AEVCR oL T RS422 2 00k A
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- | — Sync Word
B WBSTAR=AL
fih & Multiboot : Bk#% % IPROG Command

Update bitstream
:—‘:"> Update Image

B=8 Hhhik1

W M#Update D

bitstream ummy
Sync Word
WBSTAR=0

B NULL Command

TR R, IR F] |

Golden bitstream

& 5 Fallback Bl T4 i 2

4 BURFTEMHEMRL
4.1 RS Zm#Y

Reed-Solomon (RS) #ifid & — Ff & T 4 KR 38k #6819
Ak I A B g B B AR Tz N TR A AR e AR
U B S TR ISR HE RS I T AR A SRR 1Y SR AL
Bt m T FEE . RRAE TR W 21 IE — 0 B A S A R
R TE TS A TR A ) B, RS 45 1) L il 2
AR BRI I, Galois Feld), igfE GF (@),
Horp g J2 — D RBOR . W LAY RS 4 681 102 GF
2", Hhom HIEREE, WE m=8 RGNS H 8
A CRFALS, B — A XL . A
bR B, AR RS A BT AE T
BEHIEAE . AR s E AN TR A, BA
FRPRI NG . ek S5 s AN, o O/ 17 JHC B A 4 3 oo
WIFETEME., B, 1 GF (2°) th, B8 1%
W A RS A LARIR O 0~255 Z [R5,

RS Zi i 4 4% 00 S AR 2 0 D 2 590 20 0 T AF
5 XEMFSTTUEERZH AW R, e R E
NPEA TAIRITTRMF S MM TR, BIARE, 78 GF
@y w, B SE-AF, HEANMF 5 Lk
INR 0~255 Z [ BB, R ATA — 5, &
T RS, RSHFGM B ZEAEK nk MUK,
AT B SHEAR A KPR L R P e 2
Grk) /2 %55 AR, Wal LU i f 68 0k &2 IR 6
B, ERZHA G (o) B4 nk Br2u, Hira
RS SRG k RBURAT SR XA 2 eE TIUR
FES MR AL E . AR A2 T AR A BRI 1 R

JCE. A CREARTT
P E SN S
G(z) = (x—aD(x— o™ (a—a"") (D
Ho: a ZARB P WAFEITR, o 2&EAELR,
A DAAR R HLAR R SR BEAS IR 280, flin, #£ GF (2°)
o, AR FRATIESE n=255, k=239, WAEMEZHAR -
Glx) = (x—a" ) (x—a ) (x—a") (2)
XERAE AR L 16 NIRRT S, i R iF 4
ERZ 8 M SHEIR.
et R, 1 SR IR R B o I K &
MIRES P40 . SR 5 AR i s TO AR A5 5 W B il e AR 2
WG (o) TR, BEBNBIERTH N2 P
(v MR B ZHXRERIRER (o, LR
B RICRM S . Ba, KRB 5 IR 5 4
B, TR & S RS BHE B e R R
T3k P A A5 T 5P B B o R 0 e W 3 8 B8R A5 5 1 5
PR BE . T A R0 R A 45 1% SR AR R N B 2 T
o F R E B B 4R 2 5 DR B 2 W, e RS T 5
RAE TR KR E 2, #— P AHmiRES
WA, BE BRSNS AR R, R
PR B RIS R X 45 DR AT HEAT B I . KA D B KA
4.2 HIEFWEEMRKIET
& 50 0 5 &L 36 Jy S n CRC & 55 B8R B A #0511
KA RE J) . (HJRAR T A S IR AR RE RGN 21 . ol dn s 4
WAL Z AL HIX SRR A Z 8] 1) 58 RIB I A5 &
CRC Z I M FF PRI . AT BE 25 S SO DR A ) ok
T — A AR R B AL g i) S, R I 2 TE FPGA
TE L TH e T vp ml AR I8 31 B 58 & A R R A T, B
T —Hp454 CRC &5 #1 Reed-Solomon (RS) % i HY 4%
ARJj%. 78 FPGA TR L T it #e b, ¥+ RS (255,
223) fENRIBSE. RIS E R E 55 R A
223 N AR T, AT 8 R (A
F . W 32 AN TR MBI AT . X R E R £ ] L
A0E 16 MAF AR, BERE T REM AR
N T kD SR AL i v SR, 2 T CRCA16
7. CRC-16 J&— i WA 78 BRI AR BB 77 v g
8 A 230G I R 22 BB LU AR e L L LG R A 0% DA M i
A PR, R CRC-16 G 2 46 T i A 28 780 174 45 32
BE5 RS Gt MS5 G . 6805 5 415 55 4 T 00 B D24 I A
AEHLH . DU S B ik X an 2k 3 P .

%FF RS (n, k) %5, 4

3 ULAR BE B 5 bit
o | HUEE/ | e | RSZRIG | CRC K| {51k
R o | KB TR pan | wm | @
1 8 8 223 % 8 32 %8 16 1

TR 1% i K g 23 ) PSRN RO T xS B dl R
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PEAT RS Gifits . Oy Ak B s o e A sk, IRt
B CRC RS, K FCREI B AL R o B A B K dls i 46 4
WREASLE R I S E BdE . TURAT S K
CRC B . Mk SR & RAEME. B KE. R
AT TE AT AR U WU T 46 FIEA R P it
SCH 10 O 5l i ) TP P A ST B ke 2 O e
AL s 2ot RS Zif% A0 B A R dis B A0 3 I 46 B 45 5 M
TUAR MBS AT 5 s CRC A B0 AF B i 76 254 iR 2.
TR W sE e e, f sk IR gD
JERBHRE S TURFT 'S K CRC KB (B 24 & R — 1> 78 B
B T, I 3 G RSA22 18 18 A K 35 4 3 B 1) B0
o 255 422 1 i

TWE RS, EARB Ak ER, BRI e
St M BIAD IO E Stk . R R BRI, IO
23 B ek i e AR R OR BEOR R K i KU
Bl —HASE B Wi ad . B o fs 4k 22 17 CRC
Reg . X H A SR CRC (5 1 03 rg CRC A,
RCRC K S, WAks: T —2 B0, HREMA.
T BT Ak PR 2 B T B A CIRIE2E . AL KB 2
5 W 4 CRC A5 i i, 32 Wi f 2 04T RS fif
i, MIERREFFAE AT S 4R . RS MRS 2 it H
PEBERERE . SRR B R 0 8 2 0L SRR G IR (H 2 10,
I AR B DR A DR D R AT S AT B IR . Ra
K 4k B A T R A 2 B AL, e RS RN A%
A . UG R TR AT 6 TR

v

wmmtsk, Witk
T HCRCAL K
RIEFEHBARM

ML RIEBE

K6 Al )m B R K

5 WX IE
5.1 RS #fBIIE
N T HAE RS 4% 09 A k. A Vivado B XF

RS R it FEIEAT T A7 5. RS s &l 7 iR,
JEIR T RS G B HAE A [ By Be (1415 5 728 10 F 8008 it 1%
Ol FEARWATE A, ] RS Sifd &5 A T 223 4381 1
Bam, EREmREAEI., BANBEEST T, X
SER R AL rs _ input _ tdata iy FZE A A B g AL
rs _input _ tvalid {55 F F 48 7~ 4 5 dw A B8 9 A sk
I rs _ input _ tready {555 W oA 2 5 45 O o 55 47 2 USO8
AR 75 . X R IR T L A0 R 1 B0 A% i 1 W] 25 v 0
HERRPE . ST A 223 DR AT 5 B A JG . RS 4 it
TR 4 3% 8 1 AR L 2 T RN T 32 AN IURAF
T Hfid M EYE 8 1 rs _ output _ tdata i B A
i 223 MRIBEERS S E 32 DNIUAK S H R R IS
A&/

K7 RS gt fy 1045 R

Kl 8 /R T RS i B B iy fi5 FL 45 R . B R,
fiff AL A B 7 42 A3 A R RS Al S . BB 6% T A b AT T i D o
T DA O 504 A% i ) E B PR R AT SR O T 3R E
RS 405 19 24 55 58 77 . XT gm S % B0 B B 3 T RIS 2
AR K 2 5 25 10 5 4 8% rs _ encode _ dates 1Y
‘04 037 BEEN 06 077, DAIBLECHE 1% o B b AT fg
KA R, B9 RBRT I AHREE R R, H
Ht decode _ date _in RS ER AU . TR TR R 198K
. B10 S R 5K, AT LAE # rs _ decode _
output _ tdate By MK E W T IE® Y <04 037, B T4
. rs _ decode _ stat _ tdate FyH N le, X FEHIF
i e A I 3 1 A KR R AR s B AR 0 BT
ARV, SEE T A4

8 RS fifpfis {5 F 45 A 14

B9 RS R A B

¥R MU www. jsjclykz. com



BB . % ST RSI22 $E 111 FPGA fE & TH 4 fb it . 173

B 10 RS A 45 515 B 1A

FAJERT RS G fid e 4b BEAS [F] 4 A 485 2K B Y
IR A PERE R I . 7R, RSB R D H o A
BN, RS 4 1 A 95 52 B = 35 100 26 1) & 4 1 2
R, XRULEMGRGIAEE T, RS 4 i B A 0 2] 5
BET . SR, 4R AR B 0 Bk R A g A ok 4R i,
FIRE S RS g% iy i K245 68 J1 . LAt Fallback 41
il B fk 2 R T RGEMRR R ME AT S, ARER T RGLAE

PUBC & SCH R/ A 15. 6 MBS F+ 2 SCHE7E A [R) 4 R
THEATIGR, WER S iR, RN EERT . REL
A, (EA R CR R &, B FPGA BT 9 &
FHAHXF 82D o 3ORPC B IS F T R B A% i MR A5 R
WhE, BRI L i P S AR E M. PR R
FAE T AR, IS A X SRR — e E R R A
s BRI G A B, AR ORFEAE — A B
BN, AR 2 R 28N A5 MK, 7w %R
T AR ] R b AR RS S R T R
S R, RHIBCEA T K, B X FPGA %8 (1Y
o A . X R T T T A% R A A e
SKHBRARMNARS.
#5 RS422 #FEL T SrE B #r %

o i 4| f ML b PN Ale, x4
VRS T i 24 I 1 i =T 019 IE 96 3245 - ROECPHUEARR /| MRfE | el | (k| v A %
24 RS Gt A] AR R A H o I % K /N/MB|  bps st 1] #HinfE | %/ % |(LUT/BRAM)
IR R AR TERE S I 3k 25 15.6 115 200|23 minl2 s{24 min58 s| 92.8 34/28
15.6 921 600| 2 min54 s | 3 minl2 s | 90.6 37/31
SNR=20 dB BER=0
1 Fifi B 53~ B B 223 B (100% 2/ F) 15.6 10 M 12.5 s 14.3 s 87. 4 45/39
v | s KIS B 2] B HE B )
STW | BERE e 150107 8 0.8 ps 6 4ERIE
16y | MSBE VRS i #IfiJE CRC52 X FEL TR IR P A S T L 4 T
GALEL B p GORMAES . § % BT T VLA 0 A AT AT
1774 | SfeBEEL | M 7.8% | % Fallback HLi e - : o X

5.2 HELZARKIE

9 7 B ik RS422 $2 11 %) FPGA #4716 4 TH 4%
BORTATHE . HERS T WIS IC B SCIE . — I e A o e IR
AT B S (Golden Bitstream) , 75— 3 & 1 F &4
W HAREL E SC 4 (Update Bitstream) , 3@ 158 RS422
O LA ALY FPGA JF R MO E . A & 1 ik
B F 3O B E Y SR bR BUR AL
I %, RO 3 Z ARG S . Rk, B’
A S T S B RS TR B L B SRR K 1 4% & FP-
GA F &M, FHIEAT T 2w aemik, & 11 & FPGA
WSRO EE . WL R B8, FPGA figil
it RS422 32 VA 56 B AE & T ol B, AL i ok 72
PREEMTMECQRS., HAGSETRERETHE. It
Ab EE X AT RE B AT SRS . — FOR SR )
SERCEOL, B DAL BP Ak & Fallback B2, 3R [B1497 4f Bic &
SCURIRAS s Ry a2 0 2 B i R HE BR AR A T (R

232gezgaaezezezy

.2.7332%%
ian

B 1L FPGA #6455 07 200 I

KT LA IE RS422 #: D AEL TR m 45 45 P fE .

THRALEN AL 1T He g8 A= HLIF ], b3 58 1T &
GUR PR SEE . AL, R RE AL A BRI 7R
PP B T HOR AR (1530 A BB A8 P i i Tl 8 AL AN
PR .l R FPGA Jifg, AL Al RLEE
A AR . B R A BT AT B B A £ HR
MR . TEL TR R MR VRt — 2 fd . A
A0 A RE A AU SR BRI T )

SE I

(1% %0, bk, M. £ TF Xilinx-Spartan6 FPGA [
MultiBoot #31 B s 8L [J]. B FFFH, 2012, 25 (3):
28 = 31.

[2] ¥ . —Fh 3T Xilinx FPGA K 8 O 75 £ 7 2% 7 3
Ol BAPLSiRARRGENA, 2023, 23 (8): 50-52.

(3] 2z T, RiEim, #HEB. 2T FPGA Y & P id 7 £
FHRFEARDETE [J]. MAH FTHL, 2023, 46 (4). 98
-102.

(4] ZWRIE, BEE. AT IAP WEABAXREHEL TR
HREB ). mdlfE, 2022, 30 (6): 20-23.

[5] CAO M, JIN T, ZHAO Y, et al. On-orbit update and
scrubbing design of SRAM FPGA for spacecraft [ ] ].
Journal of Physics: Conference Series, 2024, 2870 (1):
012017,

(6] “F, % K. 1L H&. HTF SPIFLASH iy FPGA £
ECE [J]. BB FHEAR, 2013, 36 (22): 127 -130.

CFE 55 181 3O

¥R MU www. jsjclykz. com



