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Design of Random Sequence Testing Software Based on
DLL and Multi-threading

LIAO Xi, LIU Qiang, GUO Yuanxing, ZHAQO Peng., LI Jianguo, HE Zhiwei
(The 30™ Research Institute of CETC, Chengdu 610041, China)

Abstract: Random sequences are widely used in cryptographic-based network security algorithms, it plays an important role in
network security applications, the testing methods of random sequences are also developing continuously, in order to improve the tes-
ting efficiency of random sequences, a random sequence testing software design is carried out; Through the combing of the SP 800 —
22 random sequence test standard published by NIST in the United States, based on the original supporting test toolkit, the random
sequence test software adopts the dynamic link library and multi-threading technology to innovative the software design architecture
and test mode, improves the test execution efficiency and human-machine interface friendliness, the randomness test effect is verified
by using true random number sequence and pseudo random number sequence; Through practical application and verification, the test
software design architecture has the characteristics of open, flexible and configurable, the test mode supports the concurrent execution
of a variety of random testing items. the test results support quantitative presentation, and improve the work efficiency of evaluators.,
with a certain reference value in engineering practice.
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STATISTICAL TESTS
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[09]Overlapping Template Matchings [10]Universal Statistical
[11]Approximate Entropy [12]Random Excursions

[13]Random Excursions Variant [14]Serial

[15]Linear Complexity
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2 {
3 if (true == TestState [i])
4 {

MyCurrentThread [i] = new TestThread (Test _ ID);
//Ja S e H A Ik AR

MyCurrentThread [i] —>FreeOnTerminate = true; //
LBPATEIE . H IR

MyCurrentThread [i] —>Resume (); //Mafizk

8 y

9 }

it B, AP ST AR RS 2 AR,
B2 BRI 1 I & I, ARG AR T 1R
2.4 ERBERERIZIT

BEDLFE Z I B 25 R SR B, @ PR oy A2
BB LA B8 25 S, O 8 DB A N B3 DA AS TR 4 B X B ML
PRI S5 REEAT W EE . 7 30— 2 X AR YR B AT 11 4 350 B WL
K06 100 H AR 06 45 Rt A7 s, Wi 5 B, 5l R A
Xot ELA 1) Bl AL G 56 0 H R R I 2 SR R AT R R, WAl 6
JER
O maFARRE 0006

WA BEUGR BENE BN

L] | SFKF Lied ‘

EE 1024000 0 s 3
L 001 1024000 100 100 100%
T I (T 1024000 100 100 10%
BARKNRGR (e 1024000 100 100 100%
Cmemwes o0 102000 100 E9 9%
EmmITERER |00 1024000 100 100 100%
o0 1024000 100 * 9%
EAGETETEE |00 1024000 100 100 100
MascEmGTEE |00 1024000 100 % 6%
EESREER oo 1024000 100 % 8%
2 R (T} 1024000 100 100 100%
P T (T 1024000 100 £ s
BumE® oo 1024000 100 ® %
mRmBERML |00 1024000 10 * 5%
WERGELEE |00 1024000 100 % *:
ARWRAA [EEHAA > w= |
Wity 2024425161314
5 AR H G A R R R U
O maEARRH 006
ATE AR BRED W
SRS 1 2 [ [¢ [5 [e 7 e ¢ 1o
10 0878 0204 0%X 0245 078 0165 0673 08743 028
n~a 0068 03529 06352 oen2 s 08433 05935 00453 omer 05532
2=®  |omm o5 0826 04177 0%8s 06781 1 0204  07%3 08588
@=®w  [|ows  oo7es oaose o7 03842 02279 0738 04646 0T 0025
7B foa7 0406 04231 008N 01605 0025 052 01605 066 0268
S [oxsm  oes 013  04s¢  03%8 078 0% 0¥ 07w o7l
CEO =R 0048 0622 028 072 0653 0643 00819 0057
7i=@  [os#2 08 02435 037 0s073  0¥¥ 0815 07518 055X 0738
@ |osz 072 02 042 07072 0329 00%8 0813 0286 01854
817100 [0sm9 055 0S®9 079 03B om2 00604 0M8 04064 03
RN »
ERIGURA (MG - » @2
LTS 04425161724

6 SRS R 0 45 R R AU B
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2.5 WEREBEHEIT

BEALIF 510 A PR 3R R4 PR Bl OLE A 3lifk
FEAR word #¢F #4752 T, 8 W56 s Y I 4 4R 3R
Word SCRIBMR . R4 @iy =, & AL 510 i
BRI S R AR 5 R R % Word SURII S BB 6 &R
ST . R F IR E B AN IRE Word AR, X
FEMNA PP AE A 53 PR A A R AL S 3 e e 2%
3 BEALFE 5 BR 4 RO 36 HIE

AT & o0 15 WS A AL RS, M E N 3.3 GHZ,
WAEHN 4 GBDDR3, #i# 1600 MHz, [H NIST {4 T A
HWAFEFE windows V- & HIEZiE T, W FE windows F & LI
iB47 Cygwin %3, {E Cygwin £ 58 ) NIST Ml i T A
WGP, AR NIST M4 T RN assess. exe AJ AT 2
¥ o 43 B AT REALT 3000 3 8K 4 Fn NIST Ui 48 T B A7 as-
sess. exe, 38 1f TT BE AL F A £ BE AL E P Bl 7 2% NIST
SP800-22 Revision la #rifE Y 15 J5 Bl LA A& I J5 ik 2647 %6 £
Lia T8

D PhBEHLET 515K

S RN A DB L RO 51 31 AR

#. % 5T DLL R Z LR W BENLT 50 ) st < 159 -
7 DhEEHLEUT 5 I s AR

AT M| A B iﬂﬂiﬁ?ﬂ&' @uiﬂz#’a i

K KE BHEA | BEA |#E/%

RS, o 0.01 |1024 000 100 100 100
He o AUEORS: B 0.01 |1024 000 100 100 100
T R A 8 0.01 |1 024 000| 100 90 90
N BRI | 0.01 1024000 100 100 100
A A 0.01 |1 024 000| 100 0 0
BB ST AR R R 3R 0,01 |1 024 000 100 100 100
JEEABARCIHI 0.01 |1 024 000] 100 99 99
FABRICHE AR | 0.01 [1024000] 100 99 99
Maurer jili FHE 3| 0.01 |1 024 000| 100 98 98
LM IR 0.01 [1 024 000| 100 0 0
J7 51 K 3 0.01 |1024 000 100 100 100
T AR A A B 0.01 |1024 000 100 99 99
E YIS E o2 s 0.01 |1024 000 100 100 100
Fiti L i 7% 46 56 0.01 |1 024 000| 100 92 92
FE ML AL A8 L K536 | 0.01 |1 024 000| 100 90 90

8 EBEHUET IR AR R

TR A A7 A LESR p= A gkl e, HAEZmA R f 1 2V | BB | RO | o A | SE A
() = 2"+ 2+ 2"+ 2+ 1, SHEMREME 7 R, S ACF | KB BE | BBH R/
A B B 0.01 [1 024 000| 100 99 99

@ C? G? @P o o S5 ROR B 0.01 [1024 000| 100 100 100

iy ® ® ® i o 0 0.01 |1 024 000 100 100 100

P KRR | 0.01 1024 000] 100 100 100

FT 31 RERRER RS i o 47 25 J AR P — (6 o R 0.01 |1 024 000] 100 99 99
%/\[&@ME’J 31 Hﬁfﬁ “1100 0001 0101 0010 1001 0010 BB S AR RS B 0,01 |1 024 000 100 100 100
0010 110" fE A . MEA 31 BN BB (rop tr g, = L WRICRCRIER 0.0 |1 024000] 100 | 95 | 99
H: 102 400 000 HAS G RLHE . 1742 % PRND. dat SCPF. 25 FESBRICE AL | 0.01 |1024 000] 100 100 100
. ) Maurer J# G430 0.01 |1 024 000| 100 98 98

REHLIT MR, BE 8 PRND. dat SC#F, 5 g 3 51 i et A K g 001 11022 000l 100 08 08
Sy 100 B, BB R 1024 000 e, W HEKFH 0.01, IR 0,01 11021000l 100 100 100
AT AR 15 AL BRI, AR O 112 633 ms, H LR 1 0.01 11024 000l 100 99 99
WABTR IR 7 P UK B 0.01 |1024 000] 100 98 98
7 a5, T 31 SRk I B A L B A7 A e A B B I AL A B o 3 0.01 |1 024 000 100 95 95
*ﬂ‘%ﬁ}?ﬁu ’ %)ﬂ%m?ﬁ”@ulﬁiﬁf*ﬁﬁ? 13 Iﬁ%m‘lﬁ*ﬁ %mﬁ%i{h,@gﬁ 0.01 |1 024 000 100 96 96

0 (EL R R e A 3 R O A G 3 11 7 i L
K I, KAEAF NIST SP800-22 Revision la b 2k ,

17 NIST i £ T B A 047 1% O BE DL BT 1) T IR A
B 15 HiREAL R 3G . SR LSRR 7 e —8%mw, i
it & 542 463 ms,

2) HBEHLEY 510

SR 4R B MR 75 RIS R 0 i s BN 4 S g T B B RO A
SRR 1 W P R BCHE S BE AL Dy 102 400 000 FE AR, (RAEH
RND. dat 3¢, 247 BEHLFFMAE . 24 RND. dat 3C
P8, KBy 43 B 100 Br, BB SN 1024 000 LhAF
WFEMEAKFR 0,01, FEAT2HR 15 WRHAL PR 3535, AR
Wy 113 016 ms, JMHAEE R NER 8 iR,

B 8 WA, ZEEHLEUT SIS T 28 15 WAL
9. PRGOS TR OR AR R BE DL BT S, HCRE AL
PRk 3] NIST SP800-22 Revision la R #ERI R,

1T NIST M 4R T B A #1771 B HLEUT 51 I IR A
15 REPLER S, 1M S5 R AR 8 & — By, MFE
fsf A 543 678 ms,

3) MHA I UELS S

gk Le A A ALY A0 R A NTST it 42 T 2L A g il
BUE R A AN T, BEALT MR NIST ) i 42
T RA A B 0 4 o — B[R] I R AL 400 3 4
PEMRBCR IR T BT . 2908 NIST WA T RMAM 5 5. T
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LI i 5 4

%32 %

20 O e X A T AL A 6 T AR AT A, BE—
A4 T AL A 36 100 1 ik R
4 HRIE

A SCE L X NIST800-22 pRifE R BIESE . 78 Jat e £ M il 4
THARHER . RS S E R E M Z LB AR, Bt T
BEALF S0 KA, I 38 i 1 RE AL R Dy Bl AL %0 Ak 7 5K
X BE AL AG 3 5CR R AT I B B SR A T
B RAE L ATECE . Al BEEHLEORCR AT A SR AT
F PV EL D7 3 A A5 2R . 35 1 BE AL PR AR 56 % 3K $h
FERCRFNAMUS T A GF R - TF T 0P Al N BB A 2%
R, CAESE TAER RN X T REHLF 51 69 BEPLIE A
BHA—EMSENHE.
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