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Design of Automatic Testing System for IPsec Products

LUO Jin, LUO Chao, ZHAO Qi, ZHOU Huaming
(The 30" Institute of CETC, Chengdu 610041, China)

Abstract: In the development of internet protocol (IP) based communication networks. internet protocol security (IPsec) prod-
ucts are taken as an important means to ensure the confidentiality and integrity of IP services, which is of particular importance to the
reliability of IPsec products themselves. Traditional testing methods for IPsec products often have the shortages of huge human, ma-
terial, and time costs, and it is difficult to avoid errors introduced by manual operation. In order to improve the reliability and stability
of IPsec products while reducing investment, an IPsec product automation testing system is developed. The physical environment is
dynamically abstracted into software functions by using a layered architecture. By integrating testing tools and instruments, and com-

bining automation technology and test case combination technology, the system improves the testing capability, efficiency, and scal-

ability, with the characteristics of high efficiency, reliability, accuracy, and practical value.
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