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Abstract: The complexity and variability of network environments make it difficult for systems to detect abnormal behav-
iors or attacks in a timely manner, and the linkage system between different devices cannot effectively share data, which
makes the network security device linkage system unable to effectively respond to new malicious attacks. resulting in long
blocking response time and high packet loss rates. Therefore, a network security device linkage system using echo state net-
work recognition is designed. In the hardware design of the network security device linkage system, to ensure effective data
sharing between different devices in the linkage system. an open interface method is adopted, which connects independent
firewalls, intrusion detection systems. and other devices through interfaces to achieve information sharing and ensure effec-
tive linkage. The NetFlow Collector, Apache Spark, and Snort processing modules are used for information collection,
processing, and detection. Then, through the Cobalt Strike device linkage decision-making device, the linkage control
mechanism is triggered, and the WatchGuard linkage control platform is used to achieve the linkage defense of network de-
vices. In its software design, to improve the accuracy of anomaly detection, an echo state network is introduced into the

Snort processing module to carry out the anomaly detection of various device data. During this process, the binary particle
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swarm optimization algorithm is used to optimize the parameters of the echo state network reserve pool to improve its detec-

tion performance. Finally, based on detection results, in order to improve the comprehensiveness and accuracy of the asso-

ciation, the Bayesian network is first used to fuse the abnormal data results obtained from different security devices. As an

input, an improved FUP algorithm is used in the Cobalt Strike device for network security event association mining to discov-

er potential attack information and submit it to the policy decision point of the decision-making layer for policy triggering.

The corresponding processing strategy is retrieved to complete the policy triggering. Finally, the policy decision point issues

the security event processing strategy command to the WatchGuard linkage control platform, thereby completing the linkage

operation. The test results show that the overall blocking response time of the system is only 184 s, and the minimum pack-

et loss rate of the system is 0. 05, indicating an efficient linkage effect.

Keywords: HTTP packet recognition; network security; equipment linkage; linkage control mechanism
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