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Computer Network DDoS Attack Detection Method Based on
Artificial Bee Colony Algorithm

TIAN Xiaofang
(Information Center, Beijing Subway Operation Co. . Ltd. , Beijing 100088, China)

Abstract: The computer network is prone to stop service and network crash under the intrusion of DDoS. In order to improve the
network security, a DDoS attack detection method of computer network based on artificial bee colony algorithm is proposed. Based on
the correlation between feature samples, the output of homomorphic sample distribution time series of DDos attacks is obtained, and
the output array model of network intrusion data set is obtained. Then, the adaptive intrusion detection information analysis model of
computer network DDoS attacks is constructed. The feature extraction of DDoS attack data is carried out based on the feature differ-
ences between test samples and learning samples. The intrusion detection data processing terminal is set up on the base station, and
the artificial swarm algorithm is used to optimize the individual and global optimal values of computer network attack detection, so as
to obtain the intrusion feature distribution model in the network intrusion detection data set with higher relative dimensions. The in-
formation gain of feature selection is calculated, and the output of fast correlation filtering is obtained. The discrete information of
DOS attack detection is obtained by selecting different feature subsets through the hive algorithm, which realizes the feature extraction
and cluster analysis of attack information among the combined network traffic data, and solves the continuous multivariate optimiza-
tion problem in the process of DDoS attack detection on computer networks. The simulation test results show that this method has
better optimization ability, higher accuracy and efficiency than the traditional method.

Keywords: artificial bee colony algorithm; computer network; DDoS attack; detection; combinatorial optimization
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