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Abstract; Aiming at intrusion risk and security defense problems in industrial network, in semi-supervised network environment,
an industrial network security defense method based on AE-ELM model is proposed. Based on the attack principles of attack pro-
grams, malicious data or malicious codes in different network environments, the method sets up the standards for intrusion prevention
and detection of industrial networks. collects the real-time data of industrial network meeting the requirements of intrusion detection,
constructs the data set. builds the AE-ELM model in the semi-supervised network mode, and extracts the data features of industrial
network based on the model. The detection results of industrial network attack types are obtained by comparing and matching with the
set detection standards. According to the types of network attacks, the defense is deployed from the aspects of boundaries, transmis-
sion channels, and terminals to achieve the security defense of industrial networks. According to the comparison test with traditional
defense methods, the test results show that comprehensively considering the two attack scenarios and under the defense function of
the optimal design method, the data loss rate and tampering rate of the industrial network are reduced by about 4. 36 % and 2. 35% re-
spectively, that is, the optimal design method has a higher security defense effect.
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