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Research on Face Image Encryption Algorithm Based on Deep Learning
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Abstract: As an important information carrier of visual communication, images convey information to the audience in an intuitive
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and visual way. However, images will perhaps bring personal privacy information leakage and other security risks. From the perspec-
tive of privacy protection in images, the face detection, face alignment and image encryption and decryption algorithms with chaotic se-
quences deeply integrated in this paper, a face image information encryption (FIIE) algorithm based on deep learning algorithm is pro-
posed, protecting the privacy information of the core parts of face image. The specific description of FIIE algorithm is as follows:
Firstly, the pace image in the WLDER FACE data set is used to train the multitask convolutional neural network (MTCNN) model,
and the trained model is used to obtain the rectangular frame coordinates of the face image by the face features. Then, the mask is
generated by the coordinates of the face region, and the generated mask is used to perform bit arithmetic between the original image
and the Logistic chaotic sequence. Finally, the specific region of the face image is encrypted. Experiments show that this algorithm

can accurately identify the specific areas of facial information in images, realizes the effective encryption of facial information in ima-

ges, and ensures the privacy and security of users.

Keywords: deep learning; MTCNN model; chaotic encryption; face detection; image encryption
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8 WLDERFACE %44

| wider_face_train_bbx_gt.txt - ig%#
SHF) $RE(E) 153U(0) EE(V) E(H)
0--Parade/0_Parade_marchingband_1_849.jpg
1

449330122149000000
0--Parade/0_Parade_Parade_0_904.jpg

1

36198263339000000
0--Parade/0_Parade_marchingband_1_799.jpg
21

7822178200000
782381417200000
1132121115200000
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MIZE EA B A TR o, v k. B MR SCH
R DL B4 T MTCNN #8837 11 45

anno_train.txt - igHA

XHF) WIEE) 1BRO) FE/V) BAH)
0--Parade/0_Parade_marchingband_1_849.jpg 449 330 571 479
--Parade/0_Parade_Parade_0_904.jpg 361 98 624 437
--Parade/0_Parade_marchingband_1_799.jpg 78 221 85 229 78 238 92 255 113 212 12
--Parade/0_Parade_marchingband_1_117.jpg 69 359 119 395 227 382 283 425 296 30
--Parade/0_Parade_marchingband_1_778.jpg 27 226 60 262 63 95 79 114 64 63 81 81
--Parade/0_Parade_Parade_0_343.jpg 134 580 146 594 55 581 60 591 108 551 122 57/
--Parade/0_Parade_marchingband_1_205.jpg 60 56 79 75 39 2 56 23 90 19 106 41 144
--Parade/0_Parade_Parade_0_106.jpg 9 260 27 283 61 248 85 277 56 315 82 347 91 3
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/mnt/data_set/train/12/negative/0.jpg 0
/mnt/data_set/train/12/negative/1.jpg 0
/mnt/data_set/train/12/negative/2.jpg 0
/mnt/data_set/train/12/negative/3.jpg 0
/mnt/data_set/train/12/negative/4.jpg 0
/mnt/data_set/train/12/negative/5.jpg 0
/mnt/data_set/train/12/negative/6.jpg 0
/mnt/data_set/train/12/negative/7.jpg 0
/mnt/data_set/train/12/negative/8.jpg 0

R S P S .

Fl12 GOREAR AR T S

| part_12.txt - iSHE

fHF) WEE) 18H(0) H/(V) 2aH)
/mnt/data_set/train/12/part/0.jpg -1 0.15 0.12 -0.08 0.05
/mnt/data_set/train/12/part/1.jpg -1 0.03 -0.09 -0.27 -0.24
/mnt/data_set/train/12/part/2.jpg -1 0.15 -0.08 0.18 0.17
/mnt/data_set/train/12/part/3.jpg -1 0.16 0.22 -0.09 0.13
/mnt/data_set/train/12/part/4.jpg -1 -0.04 0.02 0.11 0.42
/mnt/data_set/train/12/part/5.jpg -1 0.15 0.15 -0.01 0.17
/mnt/data_set/train/12/part/6.jpg -1 0.14 -0.33 0.27 0.05
/mnt/data_set/train/12/part/7.jpg -1 0.14 0.08 -0.14 -0.05
/mnt/data_set/train/12/part/8.jpg -1 0.12 0.16 -0.16 0.05
/mnt/data_set/train/12/part/9.jpg -1 0.20 -0.11 -0.07 -0.23

/mnt/data_set/train/12/part/10.jpg -1 -0.33 -0.17 -0.10 0.34
/mnt/data cot/train/12/nart/11 inn .1 N18.NN2 .N12 .N 14
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X{H(F) fRE(E) #3U0) HE(V) #8EH)
/mnt/data_set/train/12/positive/0.jpg 1 -0.08 -0.02 -0.23 0.01
/mnt/data_set/train/12/positive/1.jpg 1 0.03 0.11 -0.21 0.03
/mnt/data_set/train/12/positive/2.jpg 1 0.03 -0.11 0.01 0.08
/mnt/data_set/train/12/positive/3.jpg 1 -0.02 -0.36 0.08 -0.01
/mnt/data_set/train/12/positive/4.jpg 1 0.15 0.11 -0.06 0.07
/mnt/data_set/train/12/positive/5.jpg 1 -0.07 -0.05 -0.25 -0.04
/mnt/data_set/train/12/positive/6.jpg 1 -0.01 -0.09 -0.20 -0.10
/mnt/data_set/train/12/positive/7.jpg 1 0.04 -0.04 -0.17 -0.07
/mnt/data_set/train/12/positive/8.jpg 1 -0.06 -0.04 -0.06 0.25
/mnt/data_set/train/12/positive/9.jpg 1 0.21 0.05 -0.04 0.02

Bl 14 TEREAS B9 AR S

O-Net [N ZpE ATy 2 R-Net Y GRbf rBEROR AL AL, BLak o
RN VR By 48 » 48,

BRI GR b Z 5 XN 2Ry (9 199 2% 3k 47 0, 3
SR 15 s .

15 K&

WIS R, ISR E TSR EZ N AREA
if, MTCNN 53 A7 20 46 0 3 5 o7 A BG83 H.
A LA 2 AR B, Ak, 5 F—
AH TR 0 R A HE 2 10 TR A R A B S NI AR AL T R
FE . MTCNN 45 455 70 5 K 0 5k st o, 25 s BLAG IAS Hhy
WA ERWEN. BE, NTREHOE SR,
SR RN AR 2 T L Ay S S ) R 0 R S 5 R

il Logistic % B LM A1H . S a0E 16 Fin i
g g

16 IR B 73 e 25 2R

HI ] 16 AT LAFE Hh AR SO Aoy in o D 0d i P R o g
O3 DX L BN B ) S B s S RT UL R e
Logistic {8 {5 B HL 00 mT LA D O 7 B 45 v v 3 I s e A
[F) i

4 ZRIE

ASCWFFE T — Bl Xof A% A T 8 DX 3 A7 30 B M o
SRRy I D Sl N O N4 B R AR S ol
OTHRBE T R D B8 vk . AR X 5% 0 0k I G dn g
Doy MEMR PR (E B T ARy, i X WLDER
FACE %48 45 1) b5 1 5008 #E A7 6 0. JF F 0 30908 48 DA B &
WU BIAR T SO % MTCNN B8 47 Il 2R k4 MTCNN
W& T2 56 T P-Net, R-Net, O-Net =2 Z W%,
JEXF B3R = AP 40 BRI AT I R e 4 = A P28 L T 1)l
Gl IG . a2 A i S AR R R B A AR AT NG A A
FENL, RS 2 E R A AR X bR O G R A A Ak bR 8
T 45 3 1) S B HE A bR AT LUAE BHERS . R A X Logistic 18
T F R R #E 4T OpenCV {3258, 4R )5 %15 3 1) X 3
HEAT 0 I 3R AR 025 J5 09 AR . T 22 K 76 6 0 2 B o 4%
ZUEFYAE BT 1 ARG BB S5 T ST — 2 15T

SE 0k

(1] CNNIC £ Ai 55 49 ¥« Hh = B R 46 % J R ol e 4l i ) [T,
. 2022 (2): 3.

(2] A4fh. BR OB, PRIRE. %. 5T Arnold 2B ¥ & + KR
R s (). wr 5FEB%M, 2022, 44 (12). 4284
—4293.

(30 fif W, kiR, FETIRM Logistic % Bk 1Y &40 8 £ R
MR [J]. MEZLEARGRA, 2022 (1) 34 -35,

(4] WE5MH, FEKR, EERF. T Logistic HUM TR 45 & 09 %
Bk (1], PR, 2019, 46 (S2). 477 -482.

(5] &%, Bofm, 2T, % BT IEZRBE Logistic 1 B
SO TGO g KO FPGA 23l (1], 7 5 1E B340,
2021, 43 (12). 3766 —3774.

(6] BRsA:. #F0m. B4 Ik T it YOLO By ROT $2 B
HEgE (1], Besm sk 500, 2020, 50 (22): 179 - 185,

[7] KRISHNAMOORTHI R, MALARCHELVI P. Selective com-
binational encryption of gray scale images using orthogonal poly-
nomials based transformation [ J]. International Journal of
Computer Science and Network Security, 2008, 8 (5): 195
—204.

(8] Ui, W=, % R, % ARKWHEARLZR [J]. KL
HERHE, 2017 (10). 137 - 140.

(90 Bk, M. B, % AR RgR U] 8
PL2F4i . 2002 (5): 449 - 458,

(1o fE/hJu, 2 #, CHENJ] X, %, —Fgikm AAM ARy
fEmCPRER E AL )] BT 5F B, 2009, 31 (6):
1354 - 1358.

(11 B/, K BE AR 3 B3 i G X8 o (0], et ot v i
2017, 33 (12). 122-123, 168.

CFH55 230 T1)

BB MU www. jsjclykz. com



