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Network Intrusion Detection Based on WOA-XGBoost Model

YAN Haitao, ZHANG Zhiyi, ZHU Xiaoming, WANG Peng
(China Electronics Technology Group Corporation No. 54 Research Institute, Shijiazhuang 050081, China)
Abstract: Network intrusion detection system (NIDS) is one of the key technologies to detect network attacks and protect net-
work security, it is an important research direction in the field of network security. In recent years, machine learning algorithms are
used to complete intrusion detection tasks and achieve good results, but the detection efficiency and accuracy need to be further im-
proved. Based on the experiments and comparative analysis of the whale optimization algorithm (WOA) and extreme gradient boosting
algorithm (XGBoost) , a WOA-XGBoost model is proposed. Firstly, a classification model based on the XGBoost is constructed, then
the WOA algorithm is used to search the optimal parameters of the XGBoost adaptively. Finally, the performance of the proposed
WOA-XGBoost model based on the NSL-KDD dataset is evaluated. Experimental results show that the classification precision, accu-

racy, recall and AP indicators of the model are better than that of other models such as XGBoost, Random Forest, Adaboost and

LightGBM, it provides a basis on the application of swarm intelligence optimization algorithm in network intrusion detection.
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