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Research on Privacy Protection and Disease Prediction for Medical System

LI Chao', ZHANG Yanling', ZHANG Qingyuan®
(1. Second Affiliated Hospital of Shandong First Medical University, Tai’an 271000, China;
2. School of medical information engineering, Shandong First Medical University, Tai'an 271016, China)
Abstract: In order to improve the privacy of medical data and effectively predict diseases, a privacy protection disease prediction
system framework with facial medical data is constructed for patient medical data collected from Internet of Things (IoT) devices. The
privacy of the system at the authentication stage is improved by encrypting the combination text to establish a key, and the security of
the system and information transmission is strengthened. The elliptic curve cryptosystem based on logarithmic cyclic value (LR-ECC)
is used to improve the security of the data transmission stage, so that authorized medical personnel can safely download patient data at
the hospital. By using the deep learning neural network (EHGA-DLNN) classification technology based on image swarm genetic algo-
rithm, the effective classification and prediction of disease data are realized in the stage of disease prediction system (DPS). The ex-
perimental results show that the LR-ECC method is superior to other encryption methods in terms of encryption time and decryption

time efficiency, and can achieve a security level of 98. 87%. The accuracy of the EHGA-DLNN method in disease prediction classifica-

tion reaches 98. 35 %.
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