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Network Intrusion Detection based on Hybrid Pattern Matching Algorithm
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Absrtact: In order to improve the performance of central processing unit (CPU) and graphics processing unit (GPU) in detecting
network intrusion, a CPU/GPU hybrid pattern matching algorithm (LHPMA) with the packet payload length constraint is proposed.
Based on the analysis of the CPU/GPU hybrid pattern matching algorithm (HPMA), a length constrained separation algorithm (LB-
SA) is designed to classify incoming packets in advance. Before the incoming packets are loaded into the CPU, the LBSA reduces the
diversity of payload length according to the payload length constraint. The packets whose length exceeds the constraint are directly al-
located to the pre filtering buffer of the CPU for fast pre filtering. and the remaining packets are directly sent to the full matching
buffer in the main memory of the CPU. The shorter packets are directly allocated to the GPU for full pattern matching, which im-
proves the performance of the CPU/GPU cooperative detection of network intrusion. The experimental results show that the perform-
ance of the LHPMA is better than that of the HPMA, CPU and GPU. The LHPMA enhances the processing performance of the HP-
MA, which gives full play to the advantage of the GPU parallel processing of shorter packets., and the LHPMA improves the through-

put of network intrusion detection.
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