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Subspace-based Multivariable Anomaly Detection with Interpretability

SONG Runkui, ZHENG Yangfei, GUO Hongyu, LI Qian
(Department 8 of System, North China Institute of Computing Technology, Beijing 100083, China)

Abstract: To solve the problem that some outliers cannot be detected, and the scattered feature space covers the outliers in the
multidimensional feature data, which alleviates the phenomenon that the results of current anomaly detection methods are poorly in-
terpretable or not interpretable, a subspace-based multivariate anomaly detection algorithm with interpretability is proposed. Firstly,
in the multidimensional feature space, the distribution test of the features of each dimension is carried out. On this basis, a set of fea-
ture space is selected for each object, and then the outlier score is calculated for each object. In this process, the intermediate process

products of the algorithm are efficiently used to interpret the algorithm results and improve users to understand the data. By using the

real data set, the algorithm is verified. The experimental results show that it has good accuracy and running time, which well explains

the abnormity of outliers.
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Bl HL R 43 1 Bk i B R 100, MO _ GALL 2 BT .
FAARA 10, EARREL 20, AR 20,000 1, 4%
MEsFJ#E 0.01, SO _ GALL BH B EM T BV KEK
20, AERTEESES)HR 0.000 1, Y H[HE2L5]3 0. 01,

3.5 ERWEIHEERSN

SCYGTT AR, i N A RO A AL B, AL PR S v
% sklearn. preprocessing. MinMaxScaler pR %%, ¥ 5035 7
LR ) 0 A 1L 2], SR ORF RO RTE R 5 U — 2. &
ML ERE FIE1T 10 WK, BIBCE I EAE R B A 4
o MR 3 @Y R A ST SMAD 5 H Al 10 F 5 % 1E
13 M EU A B AUC, JEEET A T EA T ETEZ AN
P4 B AUC, fd FHIoRL 5 44 9 n 78 2% s 48 1 i i
FEGE R, W LA A SOy B SMAD 783 50 B 45 B 45 R 2
AR, A EE AR B A RIA R REH, RAEBIRE
M — AR S W R L B R AR . SR BB, ARSI TE
Sy AUC Esminy, AT AT F 25 [ T ik 50X — i 72 7= AR
TEERMRCR ., R4 PEE T ARARBE RS E FE
R, il THDN T EELER E P EER, Jf
FIMPH = A TR B 4 B s g R, WREWL, Bk

3 ARRIBEEELIEE B AUC X L 45

B g SMAD | ABOD | CBLOF | DeepSVDD FB HBOS | LODA LOF | MO_GAAL | ROD |SO_GAAL
annthyroid | 0.847 5 | 0.8055 | 0.658 7 | 0.4999 | 0.7684 | 0.6153 | 0.450 9 | 0.726 8 | 0.627 1 0.8604 | 0.6105
arrhythmia | 0.861 5 | 0.790 2 | 0.804 6 0.315 2 0.796 1 | 0.8413 | 0.3298 | 0.796 1 0.401 5 0.701 5 0.089 1
breastw | 0.856 0 | 0.3197 | 0.9624 | 0.3586 | 0.3411 | 0.9848 | 0.9754 | 0.3945 | 0.0123 0.9880 | 0.0391
cardio 0.9326 | 0.5551 | 0.8217 | 0.4704 | 0.546 9 | 0.8445 | 0.6267 | 0.520 0 | 0.3291 0.9447 | 0.3599
glass 0.8516 | 0.7182 | 0.8345 | 0.5886 | 0.8305 | 0.7057 | 0.4287 | 0.8347 | 0.117 1 0.7285 | 0.237 4
ionosphere | 0.9415 | 0.9329 | 0.9176 | 0.7860 | 0.8829 | 0.5951 | 0.8322 | 0.8866 | 0.629 3 0.7727 | 0.7200
lympho | 0.904 6 | 0.8275 | 0.9626 | 0.7465 | 0.9695 | 0.9953 | 0.8697 | 0.9683 | 0.603 3 0.970 7 | 0.435 4
pima 0.7346 | 0.6849 | 0.678 1| 0.4913 | 0.6199 | 0.6954 | 0.7222 | 0.6236 | 0.3650 0.6718 | 0.3138
thyroid 0.8512 ]0.8941(0.9226 | 0.5160 | 0.7061 | 0.9502 | 0.9359 | 0.6649 | 0.8736 0.9772 | 0.904 5
vertebral | 0.8562 | 0.463 3 | 0.4028 | 0.4525 | 0.457 6 | 0.3398 | 0.324 0 | 0.446 5 | 0.565 2 0.3895 | 0.7137
vowels 0.884 11| 0.977 8 | 0.928 0 0.468 1 0.9495 | 0.687 9 | 0.757 3 | 0.946 7 0.048 6 0.626 1 0.080 7
whe 0.8513|0.9082 | 0.918 1 0.476 2 | 0.9288 | 0.9536 | 0.896 2 | 0.9253 | 0.104 8 0.9325 | 0.126 3
wine 0.8923 | 0.3816 | 0.2739| 0.5361 | 0.8804 | 0.8754 | 0.8815 | 0.8888 | 0.1059 0.8496 | 0.174 8
SEY)AUC | 0.8665 | 0.7122 | 0.775 8 0.515 8 0.744 4 | 0.7757 | 0.694 7 | 0.740 2 0.367 9 0.801 0 0.369 6

F 4 ANFFEAEBIEE LW P X SR

P E SMAD | ABOD | CBLOF | DeepSVDD FB HBOS | LODA LOF | MO_GAAL | ROD |SO_GAAL
annthyroid | 0.561 8 | 0.2210 | 0.2322 | 0.2176 | 0.2006 | 0.2697 | 0.1009 | 0.2135 | 0.1248 0.352 1 | 0.0987
arrhythmia | 0.757 6 | 0.428 1 | 0.455 2 0.214 8 0.443 6 | 0.569 8 | 0.621 5 | 0.434 5 0.408 1 0.591 8 0.3215
breastw | 0.836 8 | 0.000 0 | 0.858 1 | 0.3096 | 0.0243 | 0.9372 | 0.9205 | 0.1130 | 0.000 0 0.9205 | 0.0209
cardio 0.5114 | 0.2416 | 0.4972 | 0.2581 | 0.1359 | 0.4514 | 0.2727 | 0.1513 | 0.034 1 0.5852 | 0.0398
glass 0.3333 [ 0.1111 [ 0.1111 | 0.1111 | 0.1889 | 0.0000 | 0.0000 | 0.111 1 | 0.000 0O 0.1111 | 0.0000
ionosphere | 0.8730 | 0.8502 | 0.8318 | 0.6190 | 0.7267 | 0.3954 | 0.627 0 | 0.723 6 | 0.460 3 0.5397 | 0.6190
lympho 0.8333 | 0.5000 | 0.6667 0.333 3 0.6000 | 0.8333 | 0.3333 | 0.666°7 0.166 7 0.500 0 0.333 3
pima 0.6716 | 0.526 3 | 0.509 9 0.350 0 0.4405 | 0.542 9 | 0.559 7 | 0.450 9 0.283 6 0.533 6 0.227 6
thyroid 0.430 1 | 0.0000 | 0.3011 0.500 0 0.061 3 | 0.516 1 | 0.247 3 | 0.075 3 0.466 7 0.5591 0.462 4
vertebral 0.8562 | 0.0714 | 0.047 2 0.100 0 0.0639 | 0.0200 | 0.033 3 | 0.052 8 0.033 3 100 0 0.100 0
vowels 0.520 0 | 0.656 3 | 0.391 4 0.071 4 0.3824 | 0.187 9 | 0.2600 | 0.3600 0.000 0 0.140 0 0.000 0
wbc 0.428 6 | 0.278 8 | 0.480 5 0.190 5 0.4638 | 0.6122 | 0.428 6 | 0.463 8 0.000 O 0.523 8 0.000 O
wine 0.8923 | 0.0250 | 0.2739 0.100 0 0.258 3 | 0.8754 | 0.2000 | 0.2917 0.000 0 0.300 0 0.000 0
SEH P | 0.6543 ] 0.3008 | 0.4351 | 0.2596 | 0.3069 | 0.477 8 | 0.3542 | 0.316 0 | 0.152 1 0.442 8 | 0.1710
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5 AFFRTERIE L s T i A T g R
B4 | SMAD | ABOD | CBLOF | DeepSVDD FB HBOS | LODA | LOF | MO_GAAL ROD  |SO_GAAL| 1} ]
annthyroid [48. 644 6/ 2.635 6 [0.638 1| 94.5314 [3.2741{0.1314|0.1010(5.4158|1256.428 6 | 11.822 4 |123.039 1{130.237 2
arrhythmia|39. 154 2] 0.244 7]0.2359 80.142 0 |0.090 8[0.194 8]0.0152]0.089 4| 100.451 0 13.502 6 | 20.254 6 | 21.273 8
breastw [13.702 1/0.420 8]0.197 7| 11.2252 |0.1923/0.156 0[0.024 8{0.267 1| 71.590 1 3.3895 | 11.796 6 | 9.490 5
cardio [91.562 1/0.492 4]0.284 3| 24.6593 |0.7939|0.129 3]0.0451(0.690 3| 208.7914 |132.712 1| 23.664 8 | 40.792 4
glass 4.915 810.194 5]0.166 4 4.427 9 0.6050(0.1359(0.0230(0.044 0| 60.4750 1.579 2 7.2845 6.674 4
ionosphere [25. 125 4 0. 068 1 |0.063 8 7.3231 0.536 710.809 6{0.027 60.043 2| 68.2879 |152.0455| 8.589 2 | 21.97014
lympho |10.295 1/0.169 4]0.170 3 5.418 0 0.588 0(0.1356{0.027 1[0.040 0| 60.809 0 2.605 8 7.290 5 7.3155
pima 18.123 110.271 210.199 0| 12.5227 |0.817 0(0.127 9|0.0250(0.141 2| 74.637 1 2.842 1 9.053 4 9.998 1
thyroid ]25.391 5/3.9355(0.963 2| 47.066 2 [4.234 9{2.008 7|0.077 6[6.169 4| 507.945 4 5.083 3 | 53.829 4 | 55.269 4
vertebral | 2.553 3(0.16100.170 1 5.692 4 0.4416(0.119 5{0.0156[0.0380| 60.442 3 0.363 2 7.423 6 6.473 2
vowels [31.661 4/0.292 2|0.1115 19.697 5 ]0.382 8(3.0039(0.044 0]0.451 1| 138.068 5 | 19.459 5 | 15.892 9 | 19.316 1
whe 30.737 0{0.082 2|0.079 7 7.724 2 0.5746|1.009 5{0.026 60.040 0| 64.3922 |110.807 2| 7.946 3 | 18.680 1
wine 4,308 3(0.0231{0.047 9 4.517 7 0.3729(0.004 7{0.020 3(0.0150| 57.2821 2.846 4 6.566 3 6.345 8
BRSBTS R ASONEET I EEE L
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AR R, RHRILRIE ST R SRR NNE. o
%5 M TR RS AE RO S LIS AT AT R WL o
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B
w

—e—SMAD  —e—ABOD  —-CBLOF —*DeepSVDD-=—FB ——HBOS
——LODA ——LOF  —=-MO_GAAL—+-ROD  -—SO_GAAL
B3 AR E A R 4 L AUC P&k

3.6 AIBBEMREEERRET

TEIX—# i, ] ionosphere %4 4 o 5t B AT fift ¢ 1k
B SR . ionosphere $UHE SR L ok A T A 2 815 19—
NEIBERGEAE . HA 17 AR AR B 2 4
JRPEARF TR . XL T iy S AR B 5™ A ) R B [l ) A2 K
H, —3t 34 Dmtk. Hh— AR s 24 0 19, BT A%
Fefsiza k. R 33 NEME. O TIRARM . 4 LU

A0, AL, A2,
A3, A
056
A0, AL, A2) 20,A1,AZ)\ (A0, A2, A3, A0,A1,A3)) (AL, A2, A3
A3 A4 A4 A4 A4

022, 034 019 032, 064
A0, A1, A2 A0, A1, A3 A0, A2, A3
____________ 02,016,025
{ A0,AL G { AO,A2 :’ AO,A3 b | AL A3

A2

A0, A2, A4 A1, A2, A4 Al, A3, A4

05, 09, 026

) {0 Yy AL A Y

021, 056 029
A2, A3, A4

BB MU www. jsjclykz. com



11

RAE S BT 5 () i AT A R A 22 4 k5 o e c 45 -

T 7 B T 6840 HE L 005X G455 . G
B AT AL A0~ AL R 5 MR 2R
ARV AR AR S0 A W00 i 0 1% T2
S SR ST T2 o T I 5
Fo (HATREL TS AL B L 07 I
T 1 1% 2 o) F 2% SR 520 40 BN 2 %0 9
e RO R 5 0 5 O SC R -
DRSS S A T LT AT RLAR B P
S 202 TS0 RO AR
4 HFRIE

BP0 4 A T 950 S5 4 0 6 2
PG 1G5 1 40 B 4 4 0 A S 0
0. A T 35T T2 U 00 52 A R S
SEHHE IR T2 1. 46 A 2 T2 I 0 45 50 £ e
O ST T I Bl L TR
o AR TSR S LB T U T 0 P
TSI RT3 25 1 6 502 B BT RCR T R A
U1 A VP RSB 45 H K 0 R

S E 0k

[0 xlgs, WA, AL, 5. JTREIEHR M ML 5517
Sy e L1, AP S R, 2020, 28 (3): 62 -
66, 71.

[2] KOU Y, LU C T, SIRWONGWATTANA S, et al. Survey of
fraud detection techniques [C] //IEEE international conference
on networking, sensing and control, 2004, 2 749 - 754,

[3] % &l KA ERESBRVER A LR ] 8L
B 5EH,. 2018, 26 (4). 167 - 170.

L4] Zfas. 0 5, & ok JET RGN H0 00 43 i B KO S5+
e L] SFsEpLI S 4EH . 2021, 29 (3). 82-87, 92.
[5] SHYU M L, CHEN S C, SARINNAPAKORN K, et al. A no-
vel anomaly detection scheme based on principal component clas-
sifier [R]. Miami Univ Coral Gables Fl Dept of Electrical and

Computer Engineering, 2003.

[6] HARDIN J. ROCKE D M. Outlier detection in the multiple
cluster setting using the minimum covariance determinant esti-
mator []]. Computational Statistics & Data Analysis, 2004, 44
(4): 625 -638.

[7] ARNING A, AGRAWAL R, RAGHAVAN P. A linear method
for deviation detection in large databases [ R]. AAAI Press,
Menlo Park, CA (United States), 1996.

[8] ANGIULLI F, PIZZUTI C. Fast outlier detection in high di-
mensional spaces [C] // European conference on principles of
data mining and knowledge discovery. Springer, Berlin, Heidel-

berg, 2002 15 -27.

[9] ALMARDENY Y. BOUJNAH N, CLEARY F. A Novel Outli-
er Detection Method for Multivariate Data [ J/OL]. IEEE
Transactions on Knowledge & Data Engineering, 2020 ~11 - 6.
https://doi. org/10. 1109/ TKDE. 2020. 3036524

[10] TANGJ, CHEN Z, FU A W C, et al. Enhancing effectiveness
of outlier detections for low density patterns [C] // Pacific-A-
sia Conference on Knowledge Discovery and Data Mining.
Springer, Berlin, Heidelberg, 2002 535 —548.

[11] BREUNIG M M, KRIEGEL H P, NG R T, etal. LOF: iden-
tifying density-based local outliers [C] // Proceedings of the
2000 ACM SIGMOD international conference on Management
of data. 2000: 93 - 104.

[12] KRIEGEL H P, SCHUBERT M, ZIMEK A. Angle-based
outlier detection in high-dimensional data [ C] // Proceedings
of the 14th ACM SIGKDD international conference on Knowl-
edge discovery and data mining. 2008. 444 —452.

[13] LIU Y, L1 Z, ZHOU C, et al. Generative adversarial active
learning for unsupervised outlier detection [J]. IEEE Transac-
tions on Knowledge and Data Engineering, 2019, 32 (8): 1517
-1528.

[14] RUFF L, VANDERMEULEN R, GOERNITZ N, et al. Deep
one-class classification [C] // International conference on ma-
chine learning. PMLR, 2018: 4393 -4402.

[15] RAYANA S. ODDS Library [ DB/OL]. Stony Brook, NY:
Stony Brook University. Department of Computer Science.
2016. http://odds. cs. stonybrook. edu/.

[16] DUA D, GRAFF C. UCI Machine Learning Repository [ DB/
OL]. Irvine, CA: University of California, School of Informa-
tion and Computer Science, 2019. http://archive. ics. uci. edu/
ml.

[17] HE Z., XU X, DENG S. Discovering cluster-based local outli-
ers [J]. Pattern recognition letters, 2003, 24 (9 -10): 1641 -
1650.

[18] LAZAREVIC A, KUMAR V. Feature bagging for outlier de-
tection [C] // Proceedings of the eleventh ACM SIGKDD in-
ternational conference on Knowledge discovery in data mining.
2005 157 — 166.

[19] GOLDSTEIN M, DENGEL A. Histogram-based Outlier Score
(HBOS): A fast Unsupervised Anomaly Detection Algorithm
[C] // German: KI-2012: Poster and Demo Track. 2012.: 59
-63.

[20] PEVNY T. Loda: Lightweight on-line detector of anomalies
[J]. Machine Learning, 2016, 102 (2): 275 - 304.

[21] ZHAO Y, NASRULLAH Z, L1 Z. A Python Toolbox for
Scalable Outlier Detection []J]. Journal of Machine Learning

Research (JMLR), 2019, 20 (96): 1-7.

BB MU www. jsjclykz. com





