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Anomaly Detection Model of Convolutional
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Abstract; Anomaly detection in images is a very important research topic in computer vision. It can be defined as singal classifica-
tion problem; for the large-scale and high-dimensional characteristics of image data sets, a novel anomaly detection model for Convolu-
tional Autoencoder and One Class Support Vector Machine (CAE-OCSVM) is proposed, which is a combination of deep CAE and a
kernel approximate OCSVM. The deep CAE in the model is responsible for learning the essential feature representation of the image,
and then random Fourier features are used to perform kernel approximation to the essential features learned by the CAE. After the
kernel approximation, the linear OCSVM performs anomaly detection on the image, and the kernel approximation technology over-
comes the problem of high time complexity of kernel learning technology. Meanwhile the CAE and the kernel approximation OCSVM
achieve the end-to-end learning through the gradient descent method. The AUC performance of the model is tested and verified on
four public image benchmark data sets. At the same time, AUC performance is compared with other commonly used anomaly detec-
tion models under different anomaly rates. Experimental results show that the performance of the CAE-OCSVM model on the four
public image data sets is better than that of other anomaly detection models, indicating that the CAE-OCSVM model is more suitable
for large-scale high-dimensional data set anomaly detection.
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Jk s BROMES A SR AT R B AL LA e Sk (6]
R OCC %3] T —MRERBAL, AR ET BN, AHE
PRIC N gt . 7ESCik [70 b, IINZRTC B B T BE A5 & M
#% (DBN, deep belief network) 7+ %F & 4 = [a] /b 32 Bt —
HFFAE, I DBN 22 R AE N 25— 2K B . — Bk
Uh, — 250 2825 X T IR A i A B0 AR v i) o SR 9 1 A
BOERRT . H2 R 7 2K4 5 DBN M55, ol LI IC
RAFFEI R E OCC mytkfg . R8T 25 JUAR 5= 0k ) B A
TR SR, HBEE B 4R R, e R T B R
e R PE TATA] — A 5 5 B AR T] R — S WL 52 4]
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n3F w4 4y 8 (PCA, principal component analysis). #%
PCA™ | A% % (AE, auto-encoder). JE f 45 [4 4 %
(NMF, non-negative matrix factorization). & 1& 4% .
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M, BT AR 22 3CHR © 28 42 3 1 {8 P ARF AL 6 95 A0 R IE 42 By
EORAL I A 0 = dE ARG . DLE Y OCSVM AHES 4k L
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Hrp: h(z) FRBA RGN ERGREE WS .
1.3 BEHLE RIS
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FRCULRIE,  H OB R RO L R AN AR P, S IE e
AL — DR pCo) MR MR 5 £Co) XFRL, R

k(x,y) = J P Y dw (1D
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At k(s y) B HL I 6 AR e it B p(w) s W18 w ~ N(O,
2yD), Fo TR BN . R b v 58 o R 3 O AU RR 4y O
VBT = % . D 4R ST (R A A BAEE 0] & (o ywwp s 0erwp)
LA pCo) HaEAT RAE . A% R B IR % 2% 5% B i =X
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B, T 4 AR B SR 0 S R AT 45 . R
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BT LA W R gt R . AU T $ 326 SVM
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K1 OROMEERE
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Step3: fiHIAF(3) (D IH5F CAE Bl & 26 . A
st | A2 X CAE fy & 2 5 b 47 08

VI | Stepd: i FBE I T W o %9 28 28 (140 HE4T 00 AL R . 5 357
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MNIST. CIFAR-10, STL-10, PE40HfiARN#E 2 fin., £
Seny A, SEE SR E A, B AR,
ROV REME 45, G XT X e iy F . A B0 46 o ik
B — A HIE g 358 25 0, 1 G A 28 R Sy B A P i
SR, A3 AUC (Area Under Curve) fE b #5 &l
W) PE RE TR 8 45

*£ 2 FLEEIELE

MNIST 784(28 % 28) 70,000
Fashion MNIST 784(28 * 28) 70,000
CIFAR-10 3072(32 % 32 % 3) 60,000
STL-10 27.,648(96 * 96 * 3) 13,000

3.1 HiE&ENA

MNIST: B4 70 000 KB A FE5HFE A, KRN
0~9, AR P EFERE —KAMEN WL, HAR 28«
28 1 4K E R

Fashion MNIST: &/ — T RiG &R &E, 85
10 A5, B MNIST 254, 2 70 000 5K K [ 4, #
A2 28 x 28 M 4 K F B .

CIFAR-10: B 10 A-E@E R0, F40200 68 &
6 000 5K B A IR, IR R & 32 % 32 % 3,

STL-10: 5 CIFAR-10 2, HJ& 10 29, &4
FA 1 300 3Kt B R, 800 8k /E I ZhdE, 500 sk {E
R BRI R TR 96 % 96 % 3,

3.2 HEEFE

CAE-OCSVM #8153k [20] 115 B B 28 3 ¢ 1) =
HL (OCSVM), FmitER RN ¥ (LOF, local outlier factor),
FE B #F #k (IF, isolation forest), V& ¥ ¥ 1 B % 19 #%
(DCAE, deep convolutional autoencoder) HI¥ J& 3 5 ] &
G iR (Deep SVDD, deep support vector data descrip-
tion) . RE R AERE (DEC, deep embedded cluster) DL K
DAESVM (¥ 55 &l 77 53647 17 8.

3.3 HETAESSHIEE
3.3.1 Tikb#

R (16>, FH max-min 5 — 4K BT A i A R 1

el [0, 1] JuH, #47H—fbab,
= (16)

Horbre o B JE M, min S EUE B M0 moh
. max HEKMH.

3.3.2 AN

AR TR BEAG TR A g i 45 19 P 25 S5 A An (8] 4 v
XA S 3SPMERZE, SMRERZS L IMHEERE, &
P52 L L2 IEIAk 78 Bt 4 30 43 10 2ok 9 4 1) RS 43
MH 5 %5, 55, 3x3, BRPAENLK N 22, M
ReLu i 2. P2 MM &It & 10, XA LA )
=10 4ER AR AL . A SCR AT Adam {40 3R R #E A7 M
LM IIGR, BrA SRR A2 2 3 E S 0,001, A4

P4 1 dre /NI GRS DI ZR UK 22 3 s
*3 NGSHE

B i R UE TR/ U EF30MI€
MNIST 256 200
Fashion MNIST 256 400
CIFAR-10 256 1 000
STL-10 64 300

4 ZER5WR

R TP T B R PERE . AR 4 ST G B
£ LT TR, FSRERWAN 5 A% Ik AUC i
1T HH . MO, 430 T 5 S0 52 i 00 5 3 A 7 v F
1T HE.

4.1 47HiEE LR AUC Lb%

TE 4 AN EYERCIE AR FURAS T AR U I A B, X S
PEMH R WMFE 2 iR, R4AERT B TR E
MNIST, FASHION MNIST, CIFAR-10 I STL-10 % ¥ 4
FREEEE R AR EET LR TEHE, WD
FAE AT LIE . CAE-OCSVM #5 B F H Ath 28 #5546 )
P, 4 B AE R OE Y AUC 3 0.930, 0.859, 0.656,
0.672, #EF 4 1Y) MNIST %dls b, R4 2 1E % 28 5 43 )
REF 5. 6 F1 7 B, LOF i) AUC W& i $2 g7, (A BT
PEREAY AR - R AR M BE . #E Fashion MNIST £t 4
L, NRSRATLIE S, HIE#H 25054 Dress 5 Shirt i,
LOF %15 AUC 43524 0. 883 F 0. 787, Zi1m F A SCHLAY
[ 0. 841 1 0. 689, FEIARZHILL V-2 AUC Jy i, 48 3CH
BRI PERE S H . CIFAR-10 45850 T3 6, HIEF K BN
Airplane, Cat, Dog #l Ship i}, CAE-OCSVM £ # H K &1
PERE . ST FHALE #2550, A SO AR R I H AR5 4 A
W&, {H CAE-OCSVM fy g ik AUC 353 T, “Fy AUC
h0.656, F 7 W TEARELEE N 27, 648 A9 STL-10 B 45
B, MIE R 250N Deer, Dog, Truck B}, CAE-OCSVM ff
AUC PEREMAR T I ik IF . FREAE 285 Truck o, A5 14
BB T IF. DCAE F1 OCSVM, {H#E{K | u] 3R15 fHtefg . 3
S AUC 7 0. 672, K FHE M AUC,

4 AEAITE MINIST $dli 4 5w %0 0. 1500 AP AUCs

Z5] | LOF IF DCAE |OCSVM | DAESVM |CAE-OCSVM

0 ]0.868[0.880|0.631| 0.890 | 0.922 0.942
1 0.972 | 0.993 | 0.977 | 0.978 | 0.973 0. 985
2 | 0.841 | 0.697 | 0.596 | 0.731 0. 840 0.875
3 |0.890|0.772 | 0.546 | 0.794 | 0.908 0.932
4 10.887 [ 0.867 | 0.700 | 0.879 | 0.885 0.903
5 10.9220.737|0.557 | 0.772 | 0.887 0.912
6 |0.976 |0.883|0.746 | 0.859 | 0.910 0.942
7 | 0.951]0.903|0.820 | 0.908 | 0.909 0.928
8 |0.853]0.721(0.489 | 0.806 | 0.936 0.942
9 0.956|0.875|0.757 | 0.886 | 0.930 0. 961
SERE] 0.912 | 0.833 | 0.682 | 0.847 0.910 0.930
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5 30 &

28X28X1

14X 14X32 1 152

TXTX64

3X3X128
Conv3 A
Conv2 ide=
stride=2 stEide2
Flatten

Convl
stride=2

5 MERYE Fashion MNIST %% 4
5234 0. 1T 10 AUCs

3| LOF 1F DCAE |OCSVM |DAESVM|CAE-OCSVM

T-shirt| 0.788 | 0.791 | 0.633 | 0.834 0. 803 0. 862
Trouser| 0.870 | 0.908 | 0.949 | 0.891 0. 949 0.979
Pullover) 0.860 | 0.706 | 0.643 | 0.808 0. 840 0.872
Dress | 0.883 | 0.847 | 0.691 | 0.826 0. 815 0. 841
Coat | 0.870 | 0.774 | 0.579 | 0.820 0. 848 0.911
Sandal | 0.568 | 0.824 | 0.489 | 0.721 0.799 0. 848
Shirt | 0.787 | 0.627 | 0.587 | 0.784 0.788 0.689
Sneaker| 0.704 | 0.911 | 0.699 | 0.924 0.923 0.935
Bag | 0.741 ] 0.645 | 0.417 | 0.679 0. 842 0.754

Ankle
0.679 | 0.797 | 0.660 | 0.840 0.876 0. 894

boot
SEH{E | 0.775 | 0.783 | 0.635 | 0.813 0. 849 0. 859
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25 LOF IF DCAE |OCSVM |DAESVM CAE
OCSVM
Airplane | 0.633 | 0.633 | 0.612 | 0.596 0.721 0.731
Automobile | 0.380 | 0.413 | 0.358 | 0.653 0.597 0.610
Bird 0.673 | 0.659 | 0.638 | 0.658 0.654 0.658
Cat 0.472 | 0.481 | 0.540 | 0.590 0.568 0.610
Deer 0.705 ] 0.732 | 0.657 | 0.719 0.683 0.693
Dog 0.469 | 0.499 | 0.500 | 0.524 0.598 0.632
Frog 0.673 | 0.707 | 0.558 | 0.681 0.711 0.692
Horse 0.488 | 0.529 | 0.440 | 0.705 0.578 0.591
Ship 0.613 | 0.668 | 0.630 | 0.615 0.718 0.725
Truck 0.408 | 0.468 | 0.319 | 0.551 0.637 0.612
(A 0.551 ] 0.579 | 0.525 | 0.629 0.647 0.656
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LOF IF DCAE | OCSVM | DAESVM CAE

OCSVM
0.543 | 0.430 | 0.457 0.378 0.648 0.725
Bird 0.641 | 0.687 | 0.685 0.652 0.674 0.702
Car 0.578 | 0.583 | 2&ji 0.598 0.605 0.621
Cat 0.544 | 0.507 |Airplang 0.423 0.704 0.782
Deer | 0.620 | 0.624 | 0.610 0.628 0.619 0.621
Dog 0.658 | 0.747 | 0.698 0.766 0.708 0.719
Horse | 0.733 | 0.562 | 0.537 0.570 0.604 0.615
Monkey | 0.536 | 0.565 | 0.466 0.552 0.611 0.621
Ship | 0.594 | 0.636 | 0.545 0.603 0.660 0.660
Truck | 0.622 | 0.680 | 0.699 0.665 0.627 0.652
SEH{H | 0.607 | 0.602 | 0.562 0.584 0.646 0.672
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