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Design of Communication Network Intrusion Detection System
Based on Load Prediction

XIE Kai, DAI Kang
(Department of Information Engineering, Xinjiang Institute of Engineering, Urumqi 830023, China)

Abstract; Aiming at the problem of low detection accuracy caused by the uneven load of the traditional communication network in-
trusion detection system, a communication network intrusion detection system design based on load prediction is proposed. Design the
system hardware structure, use T—KOKO type monitor and AP—9812M voice information monitoring tool with monitor panel, use
HDMI splitter to transmit monitor signal, choose JY211 —QTQ— 04 type optical cable detector. which contains transmitter inside
And receiver. used to transmit and receive data, use TCP relay controller to change the order of normal execution of instructions. De-
termine the load index, dynamically adjust the load prediction strategy to ensure load balance, and obtain the initial discrimination
probability vector of network attacks through the hash function to realize communication network intrusion detection. It can be seen
from the experimental results that the average running time of the system is 86. 3 s, the average throughput rate is 74 Mbps, and the
average network intrusion detection accuracy rate is 95% , which proves that the designed communication network intrusion detection

system has a shorter running time and higher throughput, which proves that the detection speed of the system is faster and the detec-

tion accuracy is better, which can provide system support for the safe operation of the communication network.
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