PREALI R S5 EE. 2019. 27(4)

e 240 - Computer Measurement & Control

&3t 5 Kz A

NEHS 1671 -4598(2019)04 — 0240 - 05

ETEBREXRER V26 MK E

AL, & H
(L S A2 ) B D b

WE: X EMBIERM (Vehicle—to— Grid, V2G) 4% 7 1 I 7Y 22 45 B »
FET R XY Pty —Fh V2G 9 2% 1548 PR AIE 7 58 8 S A U 7 5 A Ml IR 55 8 A B S IR 55

PR 11 ) 2 A5 AL AR AL 5

DOI:10. 16526/j. cnki. 11—4762/tp. 2019. 04. 052

%Al 7,

. UFHE 2500035 2. EMIIAREHEIIAF . FrH

FE %S TNIL5. 08

S INIE B AR R

A

XEKFRIZAD : A

T &,

250001)

ST VG ZEMALEM . Hil T BT

55 HR P P A DAIE S B R T XA E 5 307 SRR X B T AT AN B BRI . A T B 6 B SR T A A B

DI RTHIE S GWAERE . RE T RABORR AP RE 5 %IAE Ty 5 R4 44 SR R T B ) RS

BBl T HA AT i %4,

13k SMO, 8IS WP TE B

KB BRERN: EZIVEMA R B X Bk BB IE

A Cross—Domain Authentication Technology Based on Consortium
Blockchain in V2G Networks

Liu Donglan', Liu Xin', Chen Jianfei’, Yu Hao', Zhang Hao'
(1. State Grid Shandong Electric Power Research Institute, Jinan 250003, China;
250001, China)
Abstract: In view of the security threats faced by the vehicle—to—grid (V2G) network, this paper analyzes the V2G multi— do-
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main network architecture and presents a network trust model suitable for the architecture. Based on the consortium blockchain, a
cross—domain V2G authentication scheme is proposed, which achieves inter— domain user mutual authentication through the authen-
tication between the domain user and the foreign domain server, and between the foreign domain server and its intra— domain users.
The scheme utilizes the non— tampering characteristic of the blockchain, and adopts a hash algorithm in the digital identity verification
to reduce the number of signatures and verifications in the scheme, thereby improving the efficiency and scalability of the scheme. The
signature in the authentication scheme adopts the identity —based cryptographic algorithm SM9, and has the existence of unforgeable
security under the adaptive selection message attack.
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