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Design of Vehicle Remote Control System Based on
3G Network and CAN Bus

Mu Shengliang, Qin Guihe
(College of Computer Science and Technology, Jilin University » Changchun 130012, China)
Abstract: For the drawbacks of traditional vehicle remote control systems, such as high latency and poor security, a new design scheme of
remote control is proposed, realizing that remote server via vehicle control terminal controls each node device of vehicle network. The communi-
cation between remote server and control terminal uses 3G network, TCP protocol and AES encryption, reducing the latency of communication,

improving the security and reliability of system. Control terminal communicates with each node via CAN bus, realizing effective control of each

node. The test results indicate the system meets the need of latency and security when remote server controls vehicle doors, windows, alarms

and engine node, each node response fast, with high reliability, strong real— time performance and good scalability.
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