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Abstract: To satisfy needs of the cryptographic performance in high speed real-time communications, after researching the typical design

2. Department of Computer Science and Technology, Xi’an Jiaotong University, Xi'an

of AES-ECB, an improved design of AES-ECB based on multithread technology is proposed. By dividing the intermediate iterative process in-
to some sub threads, the running flow of AES-ECB is improved, and sub threads can be organized like pipelining. The performance analysis
results show that the multithread design can increase about 0. 46 to 4. 27 times than the single-thread design in performance, and when the

sub thread number is 12, the speed can achieve 520 Mbps at least, which is suitable for applications with high requirements on the en/decryp-

tion speed.

Keywords: cryptography algorithm; advanced encryption standard; electronic codebook; multithread

0 5§

BN E (advanced encryption standard, AES) X
Rijndael 595, J& 5 [ BUR R FH B9 — B (5 208 n . 15
ILYEN DES J kU My B ey, 4ot A % 4
WO, EAR LB A BRI, A RS E 8 T E N
AT, B 2001 4F 2 [ [E R AR 5 B R BF 58 Bt (National In-
stitute of Standards and Technology, NIST) %k #i AES & &
A AR O RN AFEE L P IREL WAL —,

H i As (Electronic Codebook, ECB) ## = /& /3 4H %% 4 &
P — R AR TR, 5% 0 B 45 B2 (Cipher Block
Chaining, CBC)., #%JZ i (Cipher Feedback, CFB) . i}
% (Output Feedback, OFB) ZEfsCAH L, ECB # H A #4E
R EE, 5 TR IFT A S AN, Bl TH%

R EE:2014 -06-09; fEEHAHI:2014-07 -08;

EETE: EF A RR 34 (61103143) ; 1 B 4 BT 25 5 i
W AR BESE TR0 H (132300410276 V] 48 BB T H R B W58 31 %1l
35 H (2010B520036) ,

YEE @ A A SO (1972 =)L 53 T pg A 1 At R, 32 3
A e B AT 5 45 O 1 RO

B G973 0, Y TR JE O WL R R, 3 AT G A R
5 W2 7 18] (R BF 5%

KOWA978 ), M WA LS, EENF IR
77 1 (R 5T

SCAR AL A HE  ECB S I FLAT i U5 0 B 1 % 2 £ 4 1)
P S 2 6 D I £ 0 T A ) R

T B AES-ECB i 45 b B4 B 3 AL 05 i B £
F 97 5 BE G 1 PH R AE B SE AES-ECB SR 831
Bl b A SOET ZERBHAR G T F AES-ECB Bl ih
T FOENERROM AT AN]SR 2 &R 1 AES-ECB il % 5 3%
BORAT AR
1 EfiAiR

1.1 AES &%

AES B 15 R Square Zi#, LM IR E A 128,
192, 256 i = Kb, ALK N 128 i, % 5 — R # AT
OB AR B IFAT oAk B A B o 2. A5 Ml 4 AR ] 1 2R
WA D T, BRASPRSHE - rEd S
BERYPH BT —AFW; 2 786, ERETITMERE
it fEs 3 FIRA. PR GF(2°) EREFERETZIR
F A BEEYIIN. 5 ET o 4R R R R — 3R BE AT

AES BB . B, Frn i Wl SCi 128 7y
HG . MR—A AX4 FAHE. JFS5IRE T %8 578G A
Ja . HEAT Nr AR, BRiia—B G NrED AR
A BESAE T TR AL SR G I E
s e G Nr BLEAUS BEURDRE — A 4 X TR
K HWR SR 128 (57 F5 4 BV O 6 I 1) %5 ST 0 4



. 208 AP a5 P

% 23 &

AES BIL MR 5 Hom & m B Kl B4 s 5 bR E
WAL, HpF R ITBAL. F1R G #2555 =
AR AR
1.2 ECB#3

— ™G3 4L A DAL E A BE B m a3 AR W S0 (R T
AESE L, n=128), HHBKEBEB T » L, wEEMTIE
RN B n AL A ARG G B R R — A3 A S R AT %
B ERAE . XA 7L ) ECB X, ARk 1
Ne HH, Ex $8 0 A %W E B LI K S 0NERL.
Ex' Fm xR Bk

Bk 1. ECB ™

A n AL O 205w sz s RALEPI K

Bl n RIS H co e e vee s TREFRE WIS

D m#. ¥Foj<t,c < Ex(a))

2) . MFoL <, a < E¢'(¢))

1.3 ZHEHER

ARG, —DEFIFRBITx N — R, H
BOETEE PR LR, KEERTF 0N — 0T
Wi BBFPATR BN, BALREEA B C T NFAS
(BRA8H . BFIHEES) . AR LIS, ZLBEHE—
AR P R] DR B A 2 A AT, B PAT O 40 0 Ok 8
A B RAL S . BERARWHEL, ZLBEN—-FITF K
B, ZAESIAENS . HA 5 &R 7w o BT 45
ffi 2 CPU I-47 A 3 FE A
2 &iEgit
2.1 AES-ECB B 8Yi% it

HZIRE AESH LR m mAEA M, RS0 Rk
AES 8k i 3 UHOIN g i A2 O 4. AES-ECB g B 3231 J5UH 4
LFR, BB AES 503 2 R . o 18 %5 41 .
FANE . ATBAL. FHRA B A R BB, 40
AddRoundKey, SubBytes, ShiftRows, MixColumns; #X J5 18
i N B R AT AR R A, I 58 8 1) AES il %5 26 5002
e, EELBTRI . BHY RAZER L. HIEH R
FAES Jiss ok B8 4 58 B 50 B SO dl i 18 55

K1 AES-ECB L% i}

51 %N AES-ECB Jin s SR B an 55 3% 2 iR, K
e BB B RGN, SPb RO PR B 16 2 %
R, BRSO AT B RSO B T A #AE#
B ELBRBTLAI, G DU AL S Nr Bk H
SERUGE AT — WS04, X T ECB % 5 X H: Ab 2 A%
B, I A 0] fige % 3 R SR R 0 R 7 s

Bk 2. AES-ECB Jin% g gl i 72

BN n SISO 20 sn . s T RBHIIRE W

Bt n DLV ST coe v e

Forj=0tot
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